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 Prepare for events 
before they happen 

 Coordinate your 
organization‘s   
Incident Response 
Team 

 Contain incident 
damage 

 Follow industry 
best practice pro-
cedures to          
investigate and 
recover 

 Learn from        
incidents that    
occur 



No two incidents are the same.   

While dozens of information crimes happen everyday across America, no two occur under 
the same set of conditions.  Different companies have different controls and procedures.  
Different employees have different things going on in their days and their lives.  Alertness 
and awareness levels of those employees are different.  Management in one organization 
may take an active role in information security while another thinks that information secu-
rity is an IT responsibility. 

Despite all of the different incidents that happen, under a variety of different circumstanc-
es and conditions, one lesson can be learned from all of them.  That lesson is this—that 
companies that are prepared to respond to incidents are likely to recover faster and suffer 
fewer damages than those that don‘t have a plan. 

But incident response is about what happens after an incident occurs, right?  Wrong.  If 
you have to gather your management team, IT staff and legal counsel to form a plan when 
an incident occurs you have already lost control.  Proactive planning before an incident 
occurs will save your organization time and money when it comes time to respond. 

Incidents happen.  They happen even to the most prepared organizations.  The difference 
between the best organizations and the rest, is that the best organizations are prepared for 
incidents to occur.  In fact, they expect them to occur.  They don‘t know when or how they 
will occur, but they know that at some point, an incident will occur. 

There is a reason that the military trains in the middle of the night in some of the harshest 
conditions around.  That is so the soldiers will not be surprised and will be prepared when 
they are faced with those same conditions on the battlefield.  Incident response is very sim-
ilar.  The tasks are not exceptionally difficult, but they can be overwhelming if you are not 
prepared.  Slow down.  Take a breath and concentrate on the issue at hand.  Be prepared to 
think outside of your everyday experience.  Document your steps, and communicate with 
the others on your team.  The incident has occurred, and nothing you do now will change 
that.  Your actions, however will define how your organization comes through the experi-
ence. 

By taking time to prepare on the front end, you are ensuring that your organization will be 
prepared to respond when incidents do occur. 

P r e f a c e  
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Just as no two incidents are the same, it seems that no two incident response plans are the 
same either.  There are dozens of frameworks for incident response, and thousands of dif-
ferent implementations that have been adapted from those frameworks. 

Almost any of these frameworks are valid, assuming you adapt them appropriately for your 
organization.  The key is finding a framework that fits your culture and experience.  No 
framework is valid straight out of the box.  To be of any worth, you must incorporate the 
framework into how your organization works.  An incident response plan for an organiza-
tion of 2,000 people may look very different from one for an organization of 20 people.  
Make the framework fit your structure.   

This framework has been based on our day-to-day experience of investigating high-tech 
crimes and helping organizations recover from them.  It is based on our experience and 
industry best practice.  It has evolved over time as threat models have evolved and new 
technologies have emerged.  Even so, you must make it fit your culture.   

A plan is worth nothing on paper or on a shelf.  To be of value, you must educate your staff 
on the plan and train them on it‘s implementation.  Learn from the mistakes of others.  As 
incidents are reported in the news, view them with a critical eye and siphon off the takea-
ways for your organization. 

We welcome input on the framework, and value insight into how different organizations 
are responding to the incidents they are faced with.  While we are involved daily in the 
world of high-tech crime, we gain immeasurably from others experience.  We welcome 
your feedback and comments. 
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Ask any organization that has suffered a breach to list adjectives that describe the event 
and you are likely to get a pretty nasty list.  Chaotic.  Unnerving.  Reckless.  Threatening.  It 
doesn‘t matter how big or small the organization, what their market capitalization is, or 
how great their business is, incidents are never welcome events and they always seem to 
occur at the least opportune times. 

By developing an incident response capability, you seek to interject a sense of calm into the 
storm.  While incidents by their very nature are chaotic and unpredictable, incident re-
sponse is the exact opposite.  It is precise and methodical.  It follows a structured set of 
guidelines, and yet is able to be pragmatic within those guidelines.  An incident response 
capability values  information and communication of that information first, and looks to 
make decisions only after it has as complete a picture as possible. 

Most people think of incident response as the specific technical actions that a person or 
group in an organization takes to recover from an event.  And indeed, those actions are an 
important part of an incident response capability.  There is more to incident response than 
just that, however.  Incident response is a phased process, each phase being a distinctive 
part of the whole.  Without each of the phases shown below, the whole process will break 
down. 

F r a m e w o r k  O v e r v i e w  
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PREPARE IDENTIFY CONTAIN INVESTIGATE & 
ERADICATE RECOVER LEARN

Incident Response Process Flow

The incident response process begins long before an incident occurs.  In the preparation 
phase, the organization seeks to understand their risks and to put a team into place that 
can effectively respond to incidents that occur.  An incident response plan is worth nothing 
on paper.  You must have a team that can implement it.  Training that incident response 
team is included in the first phase.  Additionally, by going through the exercises of identify-
ing risks and putting an incident response team together, the organization may prevent 
many incidents from ever materializing.   

Once an incident occurs, the process continues to be methodical and cyclical.  Of course, 
life safety issues are always paramount.  Following that, the incident response process val-
ues accurate information above any other single factor.  The process is cyclical, or iterative 
in that the process is continually refined as new information is gathered and a better view 
emerges.  In brief, specific actions are defined for the identification of an incident or event, 
the containment of that incident, the investigation of the root cause and the eradication of 
that root cause and recovery from the event.   

An often overlooked, but critical phase of the incident response process is learning from 
the event.  Organizations are often anxious to get back to normal operations, and once re-
stored, lose any focus on the incident that occurred.  Do not make this mistake.  One of the 



most valuable times for affecting positive organizational change is immediately following 
an incident.  The learning phase recognizes that fact and helps the organization take ad-
vantage of the opportunity to improve. 

In fact, the whole incident response process should be looked at as a process of improve-
ment.  Incidents are never ideal, and yet they offer an opportunity for improvement that 
might not occur otherwise.  While incidents are typically negative events, the change that 
they affect can be positive.  The process, in fact can be outlined as a cycle of continuous 
improvement as is shown below: 

F r a m e w o r k  O v e r v i e w  
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Incident Response Process

1.  Plan (Focus Efforts)
q Life Safety Issues Addressed
q Incident Coordinator Contacted
q Initial Assessment Completed
q Incident Response Team Activated
q Damage Containment
q Emergency Management Team  (EMT) 

Activated
q Crisis Management Team (CMT) Activated if 

Necessary

2.  Do (Improve Process)
q EMT Updates
q CMT Update
q Detailed Assessments
q Investigation and Eradication Actions

4.  Learn (Build Knowledge)
q Conduct Post-Mortem Learning Sessions
q Standard Operation Procedures Revisions
q Policy and Procedure Revisions
q Incident Response Plan Revisions
q Training on new procedures

3.  Check (Review Process)
q EMT Updates
q CMT Update
q Project Milestones Set
q Recovery Actions Proceeding

Deming Cycle for Incident Response

A diagram showing the flow with step-by-step actions of the entire incident response pro-
cess is shown on the following page. 



                Incident Response  6-Step (PICIRL) Framework
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□ Know your risks
□ Choose mitigating controls to address risks
□ Obtain management support and buy-in
□ Establish policy
□ Choose Incident Response Team members – Establish team
□ Establish Incident Reporting Procedures
□ Establish Incident Escalation Procedures
□ Establish Incident Response Procedures
□ Assign roles and responsibilities
□ Train the Incident Response Team
□ Develop an Emergency Communications Plan
□ Establish relationships with law enforcement and other regulatory agencies

□ Determine whether an incident has occurred
□ Conduct an Initial Assessment
□ Convene the Incident Management Team
□ Activate the Incident Response Team 
□ Convene the Crisis Management Team
□ Coordinate with third party providers
□ Establish chain of custody
□ Notify law enforcement or other regulatory agencies as appropriate

□ Deploy the Incident Response Team
□ Contain the crime scene – deploy stop loss procedures
□ Maintain standard response procedures
□ Don’t change anything
□ Avoid alerting the perpetrator
□ Image the affected systems
□ Assess the risks to continued operation
□ Provide updates to stakeholders
□ Change passwords for individuals/groups with access to affected systems

□ Determine the cause of the incident
□ Remove the cause of the incident
□ Improve defenses if necessary
□ Perform vulnerability analyses 
□ Ensure vulnerabilities in similar systems are corrected

□ Identify clean backup images
□ Restore the system
□ Validate the systems – Ensure systems are up-to-date and vulnerabilities are 

addressed
□ Restore Operations
□ Monitor systems to ensure efficacy of defenses

□ Conduct post-mortem analysis
□ Communicate lessons learned
□ Correct deficiencies - Improve system defenses as necessary
□ Update policy and procedure as necessary
□ Educate staff on changes



 
 
 

PART  I. 

PREPARE 
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Luck is what happens when preparation and opportunity meet. 

Hopefully, your organization will never have the opportunity to experience an information 
security incident.  Unfortunately, in today‘s world, most will.  Disasters are hard to predict.  
If they weren‘t, no one would ever get hurt in a car crash, and airplanes wouldn‘t have 
those creepy oxygen masks that drop from the overhead compartment in the event of de-
compression.  Sometimes you can‘t avoid a disaster.  When a disaster does occur however, 
you can affect the outcome.  By being prepared to respond, you can dramatically reduce the  
impact to your organization.  You will be able to recover faster, and with fewer losses. 

Preparation is the most important part of incident response.  Without proper 
planning and preparation, not only will an organization be ill prepared in the event of a 
disaster or incident, they also very well may do more harm than good while trying to recov-
er.  Incidents are chaotic events.  Only by planning what your organization will do in ad-
vance, preparing teams to perform those actions, and training them repeatedly to do them 
will you perform effectively when an incident occurs. 

You will spend more time in preparation than you will ever spend in response.  In fact, the 
first section of this planning guide is thicker than the rest of the guide combined.  This is 
not a coincidence.  For organizations that prepare properly, they are not surprised when an 
incident happens, and they are ready to respond efficiently. 

There is another benefit to preparation.  By spending time conducting a risk analysis, and 
truly understanding where the most likely threats to your organization come from, you 
gain critical insight into your organization.  Understanding risks allows you to develop 
mitigation strategies—which might prevent an incident from ever happening.  This bears 
repeating.  By planning appropriately, you might altogether avoid the incident. 

An incident response capability is the pragmatic piece of a well formed information securi-
ty program.  In information security planning, the intent is to reduce risk, and take proac-
tive measures to keep incidents from happening.  Having an incident response plan recog-
nizes that at some point an incident will likely occur.  We all hope that incidents never hap-
pen to us.  But remember when they do happen, luck favors the prepared. 

P a r t  I .   P r e p a r e  
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Preparation Checklist 

 

�Know your risks 

�Choose mitigating controls to address risks 

�Obtain management support and buy-in 

�Establish policy 

�Choose Incident Response Team members – Establish team 

�Establish Incident Reporting Procedures 

�Establish Incident Escalation Procedures 

�Establish Incident Response Procedures 

�Assign roles and responsibilities 

�Train the Incident Response Team 

�Develop an Emergency Communications Plan 

�Establish relationships with law enforcement and other agencies or regu-
latory groups as appropriate 
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Step 1.  Know your risks 

Risk assessment is the foundation upon which all of information security 
is built.  Just as a warrior seeks to understand his enemy, an organization 
must seek to gain a  thorough understanding of the risks that it faces be-
fore it can effectively implement strategies to combat them. 

Risk assessment has at its core three major tasks – identifying risks, quan-
tifying and/or qualifying the risks, and then prioritizing them such that 
they can be effectively mitigated. risks are generally classified in three 
ways: by their frequency, by their impact, and by their probability. By clas-
sifying risks in this way, they can be ordered by severity and an under-
standing of their priority obtained.   

Risk assessment is systematic and should apply common criteria to each 
identified risk. In this way, the process itself is repeatable. Risk assessment 
activities should be well documented such that they can be reviewed peri-
odically and newly identified risks can be classified using the same criteria. 

Risk assessment is not just an IT task.  It should involve individuals from 
all across the organization who have knowledge and insight into the organ-
izations business processes.  Management should be involved as well. 

Risk assessment should be a living process. Threats constantly evolve, as 
malicious individuals and groups constantly find new sources of vulnera-
bilities. To remain effective, an organization must stay current on evolving 
threats, and periodically assess the risks that those threats may pose to the 
organization. Risk assessments should be reviewed on at least an annual 
basis. 

It is not the purpose of this manual to develop a risk assessment frame-
work.  There are several comprehensive frameworks, of which several are 
listed in Appendix A. of this document.  The main thing to remember is 
just like you are doing with this incident response framework, make the 
risk assessment framework fit your organization.  You are unlikely to find 
a framework that fits perfectly off the shelf, but spend the time adapting 
one to fit your culture.  By doing so, you will establish a foundation upon 
which the rest of your information security program and incident response 
plan can be built.    

By understanding your risks, you will know your enemy better, thus know-
ing how to prepare, how to train and how to respond. 

P a r t  I .   P r e p a r e  
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Step 2.  Choose mitigating controls to address risks 

The takeaway from the risk assessment should be a prioritized set of risks.  
Once risks have been identified, their impacts understood and priorities 
assigned accordingly, an organization is prepared to analyze each of these 
risks and determine if there is a way to mitigate the risk. 

There are three ways that an organization may treat a particular risk, each 
relating to the risks significance to the organization. First, a risk may be so 
great, that the organization has to come up with a mitigation strategy to 
address the risk. This may be either by implementing policy and proce-
dure, by implementing technical controls or both. Second, risks may be 
transferred to another organization, in the form of insurance or some oth-
er tool. Lastly, some risks may be accepted by the organization.  Either 
their impact, their frequency of occurrence or their probability may be so 
small that the organization chooses to accept the risk they pose. 

For risks that need to be treated by the organization, several factors need 
to be considered. First, the cost of the mitigation strategy should be inline 
with the cost associated with the realization of the risk. Second, legal or 
regulatory guidelines may need to be met, in which case the mitigation 
strategy should address these.  Mitigation strategies should be developed 
in accordance with organizational objectives. Business requirements 
should be considered when developing any strategy. Likewise, the human 
element must be considered. The organization‘s staff must be able to im-
plement and effectively support any strategy that is considered. 

P a r t  I .   P r e p a r e  
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Step 3.  Obtain management support and buy-in 

Management has the ultimate responsibility for protecting the organiza-
tion‘s information. It does not matter what protections are in place, nor 
does it matter who the responsibility has been assigned to, at the end of 
the day, management retains ultimate responsibility. Financially, share-
holders will not hold a database administrator responsible for a breach 
into the organization‘s customer database, they will hold management re-
sponsible. The same can be said legally. Legislation like the Gramm-Leach
-Bliley Act and Sarbanes-Oxley hold senior management accountable for 
their organization‘s actions. Failure to adequately protect the organiza-
tion‘s information can be more than just a public relations disaster with 
customers; it can be devastating from both a financial and legal stand-
point. 

With that in mind, management‘s commitment to information security 
must be clear to everyone who interacts with the organization. This com-
mitment should not just be communicated to employees. Contractors and 
vendors should be aware of this commitment, as should customers. Cus-
tomers should understand that management has a clear commitment to 
protecting their personal information. 

This commitment must be more than just in word, however. The commit-
ment must be followed with action. Management must allocate appropri-
ate resources, both financially and in terms of staff time to maintain the 
information security program. Management should assign responsibilities 
for the different aspects of the program, and should provide clear direction 
to security initiatives and policy and procedure. 

Management should actively participate in security initiatives and educa-
tion and awareness programs. Not only does management involvement 
show other employees that management is committed to the process, but 
it also serves as valuable training that is often neglected. In the event of a 
real security incident or breach, management will be at the front line. They 
will be required to make real-time decisions concerning incident response 
and potential disaster recovery issues as well as communicating with 
press, law enforcement and customers. Management should take ad-
vantage of every opportunity to be involved in the information security 
process. 

P a r t  I .   P r e p a r e  
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Management Support Checklist

□ Understands legal and regulatory statutes affecting the organization’s need to  provide 
information security and an incident response capability

□ Recognition of the importance of information security
□ Management is aware of their legal responsibility to protect the organization’s 

information.  
□ Recognition of the importance of incident response as an information security 

component
□ Assignment of responsibilities for incident response
□ Allocation of resources for incident response
□ Is aware of their responsibilities in incident response
□ Provides feedback on mitigation strategies
□ Provides direction on policy and procedure
□ Active participation in security initiatives
□ Support for education and awareness programs
□ Active participation in incident response training sessions



Step 4.  Establish policy 

What does policy have to do with incident response?  A lot when you con-
sider that by having a proper set of policies and procedures in place you 
may be able to avoid many of the incidents that you might otherwise be 
subjected to. 

Policy serves as a way to formalize and standardize practices within an or-
ganization.  It communicates in writing the minimum standards that the 
organization deems acceptable, and also communicates what the response 
will be when the policy is breached.  When properly constructed, it is es-
sentially a contract between the employer and the employee dictating the 
minimum requirements expected of the employee as a condition of their 
employment. 

Policies are also very important when an incident progresses to litigation.  
You might believe that you have an understanding amongst you employees 
as to what constitutes acceptable use of the companies computers, but un-
less you have explicitly communicated that expectation in a policy, you will 
have little to prove those expectations.  Policy communicates expectations 
and outlines the organizations response when those expectations are not 
met. 

To be effective, like any aspect of an information security program, policy 
statements should come from senior management, and should be applied 
consistently across the organization.  Care should be given in constructing 
policies to ensure that the standards outlined are in line with business re-
quirements and are able to be implemented with the staff and skill sets 
available.  Policies should be reviewed on a regular basis to ensure they 
remain appropriate. 

Education is an important facet of policy development.  Your staff should 
be given the opportunity to fully understand what is expected of them.  At 
the same time, organizations are encouraged to have personnel, contrac-
tors and related third parties sign policies to signify understanding and a 
willingness to comply with the policy.  Organizations are also encouraged 
to review policies with personnel on a periodic interval, say in employee 
review. 

Like risk analysis, it is not the purpose of this guide to recommend specific 
policy language, as there are some excellent sources available.  However,   

P a r t  I .   P r e p a r e  
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a minimum set of policies that an organization should consider is listed below.  Additionally, a 
checklist for policy composition follows: 
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Recommended Policy and Procedure List

□ Information Security Policy
□ Personally Identifiable Information Policy
□ Risk Assessment Policy
□ Confidentiality / Non-Disclosure Agreement
□ Third-Party Information Exchange Policy
□ Acceptable Use Policy
□ Information Labeling and Handling Policy
□ Information Destruction and Disposal Policy
□ Intellectual Property Rights Policy
□ Technical Vulnerability and Update Policy
□ Background Screening Policy
□ Disciplinary Policy
□ Termination Policy
□ Perimeter Security Policy
□ Clear Screen, Clean Desk Policy
□ Monitoring Policy
□ Equipment Reuse and Disposal Policy
□ Incident Response Plan
□ Policy on Reporting Security Weaknesses
□ Change Control Policy
□ Segregation of Duties Policy
□ Malicious Code (Virus Protection) Policy
□ Information Backup Policy
□ Retention Policy
□ Removable Media Policy
□ Audit Logging Policy
□ Access Control Policy
□ Password Policy
□ Session Timeout Policy
□ Network Security Policy
□ Mobile Computing Policy
□ Remote Access Policy
□ Wireless Networking Policy
□ Audit and Vulnerability Scanning Policy
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Policy Component Checklist

□ Scope – What are you trying to convey?
□ Statement of management support
□ Allocation of resources to implement the policy
□ Roles and responsibilities for implementing the 

policy
□ Consequences for non-compliance
□ Guidance on where to go for more information
□ Policy review/update schedule



Step 5.  Choose incident response team members—
Establish team 

You probably already have an idea in your head about the people you 
would want to be involved in your organization‘s Incident Response Team.  
The people who are crucial to your organization on a day-to-day basis will 
play very important parts when an incident occurs as well. 

As you are forming up your Incident Response Team, avoid the artificial 
constraint of just thinking about IT staff.  When you think about the types 
of incidents that could happen to your organization, you quickly expand 
beyond just computer incidents.  Power outages, facilities problems, ven-
dor problems and product failures all might be classified as incidents 
needing resolution.  Your Incident Response Team needs capabilities be-
yond just IT.  Every facet of your organization should be included in the 
incident response planning process, and many of those groups will be rep-
resented on the Incident Response Team.  Most teams at least include 
someone from Facilities, someone from Operations, someone from Cus-
tomer Support, and members of the IT organization.  Depending on the 
type of incident, any one of these members may take the lead in resolving 
the issue. 

As you name team members, remember that depending on the type of inci-
dent, as well as the time and circumstances under which it occurs, one or 
more of your team members may not be available to respond.  Every team 
member needs an alternate.  This is a great opportunity to expand the 
knowledge base of you organization as well.  If you can‘t name an alternate 
for a position, now is a great time to train one. 

Most Incident Response Teams are organized both locally and in central 
teams.  This framework embraces that model, and includes local response 
teams, an Incident Management Team (IMT) and a Crisis Management 
Team (CMT).   

The local response teams are the functional teams on the ground that do 
the heavy lifting in a response scenario.  These teams are made of IT staff, 
operations, facilities, customer support and other key individuals.  They 
will be doing the ―work‖ during an incident. 

The local response teams do not act on their own however, they report up 
the line to the Incident Management Team, who guides their direction, 
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and serves as a go-between so that the teams on the ground do not have to 
be distracted by answering questions from staff and management.  The 
Incident Management Team is headed up by the Chief Information Securi-
ty Officer, who is aided by an Incident Coordinator.  The Incident Coordi-
nator is the central point of contact for the local response teams, and filters 
all of the information received by the IMT.  The IMT provides tactical di-
rection to the teams on the ground, especially when more than one opera-
tional area is impacted.  The IMT can be viewed like a air-traffic controller, 
who makes sure that different planes are all able to land on a runway with-
out running into one another. 

In major incidents, the IMT reports to the Crisis Management Team.  The 
CMT consists of the Chief Information Security Officer, the Chief Privacy 
Officer, Senior Management, Legal and Corporate Communications.  The 
CMT is concerned with damage to the organization, and the impact on it‘s 
customers.  The CMT makes organizational decisions in the event of major 
incidents, and will be concerned with the public relations and legal issues 
surrounding the incident.  The CMT is the only team that can activate Dis-
aster Recovery Plan.  Most organizations will establish specific criteria un-
der which the CMT should be activated.  This will be discussed in more 
detail later, but in short, any incident involving the loss of customer data 
or other PII data will require the activation of the CMT, as will any life 
safety issue 

Following is a diagram of the incident response organizational structure in 
a typical organization.  Note that while this structure is typical, you should 
adapt it to fit your organization.  Smaller organizations may have a much 
smaller structure.  Make the structure fit your organization. 

P a r t  I .   P r e p a r e  

Page 18 

The IMT is 
like an air-
traffic 
controller.  
Without 
them it’s 
chaos—with 
them 
everything 
runs 
smoothly. 

I n c i d e n t  R e s p o n s e  P l a n n i n g  G u i d e   

Prepare

Identify

Contain

Investigate 
& Eradicate

Recover

Learn

 



P a r t  I .   P r e p a r e  

Page 19 I n c i d e n t  R e s p o n s e  P l a n n i n g  G u i d e   

 

Chief Information Security 
Officer

 

Incident Coordinator
 

Chief Privacy Officer
 

Corporate Communications
 

Legal
 

Crisis Management Team

Information Technology
 

Operations
 

Facilities
 

Customer Support
 

Network Systems Team
 

Database Team
 

Operating Systems Team
 

Help Desk
 

Application Team
 

Data Center Operations
 

Development Team
 

Incident Management Team

Senior Management
 

Information Security Office

Incident Response Team Organizational Structure

A current contact roster should be maintained, and a copy should be distributed to every team member.  This 
contact roster should include work, mobile and home phone numbers.  Alternate team members should also 
be listed on the roster.  In addition to paper copies, if the organization has an intranet, the contact roster 
should be made available there as well. 



 

Role Name Work Mobile Home 
Information Security Office         
Incident Coordinator         
Chief Information Security Officer         
Chief Privacy Officer         
Facilities         
Facilities Team Lead         
Facilities Team Lead Alternate         
Operations         
Operations Team Lead         
Operations Team Lead Alternate         
Security         
Security Team Lead         
Security Team Lead Alternate         
Customer Support         
Customer Support Team Lead         
Customer Support Team Lead Alternate         
Information Technology         
Director of Information Technology         
Information Technology Team Lead Alternate         
Networks Team         
Networks Team Lead         
Networks Team Lead Alternate         
Operating Systems Team         
Operating Systems Team Lead         
Operating Systems Team Lead Alternate         
Database Team         
Database Team Lead         
Database Team Lead Alternate         
Data Center Operations Team         
Data Center Operations Team Lead         
Data Center Operations Team Lead Alternate         
Application Team         
Application Team Lead         
Application Team Lead Alternate         
Development Team         
Development Team Lead         
Development Team Lead Alternate         
Help Desk Team         
Help Desk Team Lead         
Help Desk Team Lead Alternate         
Corporate Communications         
Director of Public Relations         
Alternate Public Relations Team Member         
Legal         
Inside Counsel         
Outside Counsel         
External Agencies         
Fire Department         
Police Department         

Incident Response Teams Roster 



 

Incident Management Team Roster 

Role Name Work Mobile Home 
Information Security Office         
Incident Coordinator         
Chief Information Security Officer         
Chief Privacy Officer         
Facilities         
Facilities Team Lead         
Operations         
Operations Team Lead         
Security         
Security Team Lead         
Customer Support         
Customer Support Team Lead         
Information Technology         
Director of Information Technology         
Networks Team         
Networks Team Lead         
Operating Systems Team         
Operating Systems Team Lead         
Database Team         
Database Team Lead         
Data Center Operations Team         
Data Center Operations Team Lead         
Application Team         
Application Team Lead         
Development Team         
Development Team Lead         
Help Desk Team         
Help Desk Team Lead         



 

Crisis Management Team Roster 

Role Name Work Mobile Home 
Information Security Office         
Incident Coordinator         
Chief Information Security Officer         
Corporate Communications         
Director of Public Relations         
Alternate Public Relations Team Member         
Legal         
Inside Counsel         
Outside Counsel         



Step 6.  Develop Incident Reporting Procedures 

Formal procedures should be established for reporting information securi-
ty events to the proper personnel as quickly as possible. Information secu-
rity events are not just limited to attacks or other malicious events. They 
can include any event which left unremedied can lead to loss or disclosure 
of information. Events like equipment failure, system malfunctions, ser-
vice losses, utility interruptions, uncontrolled system changes, noncompli-
ance with established policies and procedures and human errors can all be 
classified as possible information security events. Proper procedures need 
to be in place to escalate these events to the proper personnel as quickly as 
possible. 

All incident response planning should start with a coordinator who acts as 
the central point of contact and can further notify the appropriate person-
nel up the chain of command. This coordinator should be known to every-
one in the organization and should be available 24 hours a day. This role 
may go to an information security group, but there should be one person 
who is ultimately responsible for escalating and coordinating response ac-
tions. 

Incident reporting procedures should include escalation procedures. The 
procedures should be defined enough to indicate when an event should be 
escalated and to whom. Typical procedures involve defining possible 
events and providing procedures for resolution and escalation. Any inci-
dent that involves the loss or dissemination of sensitive data, especially 
customer non-public information (NPI)  or personally identifiable infor-
mation (PII) should be escalated to management immediately, as notifica-
tion procedures may need to be enacted. 

Employees, contractors, vendors and related third parties should be made 
aware of their obligation to report security breaches via their job descrip-
tion or contract.  Education and awareness training sessions should be of-
fered on a regular basis to ensure that employees, contractors, vendors and 
other related third parties know how to recognize information security 
events and respond in the case of a security breach. Malfunctions or other 
strange behaviors may be signs of an attack in progress and should be re-
ported 
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Communication with customers, vendors, the general public and the press 
needs to be coordinated through management. Employees should be made 
aware that they are not to talk to anyone about information security 
events. 

Feedback procedures should be in place to keep the individual who report-
ed the event apprised of the progress of its resolution. Procedures should 
involve notifying the individual when an issue is closed, and in the event 
that it is not immediately resolved, keeping them aware of the progress 
that is being made. 

Reporting forms should be developed that capture the important details of 
an information security event. Time and date, type of issue, anomalous 
behavior, error messages, systems and individuals involved should all be 
recorded. 

Employees should be made aware of the importance of not acting on one‘s 
own, but reporting the incident to appropriate personnel. Often the imme-
diate reaction is to try and remedy the problem so that no one will notice. 
This type of action can lead to further disclosure of information, and may 
damage evidence crucial to the investigation. No one should act of their 
own accord. Incident response efforts should be properly coordinated. 
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Security Incident/Weakness Reporting Form 

 

Instructions:  Please fill out as completely as possible.  Your attention to detail now may be crucial to the investigation and 
resolution of the incident.  Provide as many details as practical.  If this event represents the loss of customer information or 
other personally identifiable information (PII data) please report this immediately to the incident coordinator. 

Contact Information 
Name: __________________________ Title: ______________________________ 
Phone: __________________________ Department: _______________________ 
E-mail: ___________________________ 

Incident Site (Building, Office, etc...) 

  

  
Date /  Time of Incident: ___________________________________________ 

Incident Type and Summary: (Please be as specific as possible.) 

 

System Information (Please be specific [e.g. OS, IP address, Applications, etc...]) 

Additional Information:  
  

Damage: 
Downtime (hours) ____________________ 

Number of employees affected ___________________ 

Number of systems affected ____________ 

Loss of service to the public (YES/NO) 

Does this incident represent the loss of customer data or other personally identifiable infor-
mation (PII data): if so, contact the incident coordinator immediately. 
  

  

Signature: 
  
_____________________________ ________________________________ 
 Date 

��Intrusion 
��Denial of Service 
��Port Scanning 
��Social Engineering 
��System Misuse 
��Technical Vulnerability 

��Website Defacement 
��User Account Compromise 
��Hoax 
��Root Compromise 
��Virus/Malicious Code (Specify) 
��Other (Specify) 



Step 7.  Establish Incident Escalation Procedures 

Not every incident should require the activation of the incident response 
team.  This should seem intuitive, but as you get caught up in the process 
of incident response planning, it is easy to get caught up in the 
―procedures‖.  Staff should be given some leeway to pre-screen events that 
may or may not be actual incidents.  At the same time, staff should be edu-
cated on when to sound the alarm.  An incident should not be allowed to 
go unchecked because a system administrator thinks they can resolve the 
problem on their own.  This is sometimes a tricky balance, but with educa-
tion and training, staff can be taught to recognize the symptoms of an inci-
dent, and thus know when to sound the alarm. 

Most organizations classify incidents into three levels, each with an in-
creasing degree of complexity and impact, thus requiring a greater re-
sponse capability.  At the lowest level, events are handled by staff as a part 
of their day-to-day job functions, and may or may not be actual incidents.  
At this Level 1, staff should be educated on how to respond to anomalous 
events, and how to recognize events that need escalation.  A typical event 
of this type can be thought of as an event that your regular help desk would 
handle.  Just because a user is locked out of their system does not mean an 
incident has occurred.  Most of the time it is because a user has forgotten 
their password or has tried an incorrect password too many times.  The 
help desk staff should be trained to figure out why the user has been 
locked out (by looking at the appropriate log file) and help the user regain 
connectivity.  This is an event that can be handled at the local level and 
needs no further action.  Only when the help desk operator sees that some-
thing is out of the ordinary, such as repeated attempts to access a user‘s 
account should the event be escalated.  The vast majority of your organiza-
tions incidents will fall into this category, and will be resolved by the ap-
propriate operational team with no further action. 

Level 2 events are classified as those that cannot be resolved by a local op-
erational team, or events that involve more than one local team.  Common 
events of this type would include virus outbreaks or service outages.  Any 
major event will also first be routed to Level 2 before going further.  Typi-
cal notification procedures for a Level 2 event include contacting the Inci-
dent Coordinator, who then activates and organizes the local teams and 
collects information about the incident to communicate to others in the 
organization. 
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Step 7.  Establish Incident Escalation Procedures 

The Incident Coordinator heads up the Incident Management Team (IMT) 
and is a part of the Information Security Office.  The Incident Manage-
ment Team serves as a buffer between the local teams and the rest of the 
organization, and also serves as an important central organization, collect-
ing information from all the local teams.  The IMT also includes the Chief 
Information Security Officer (CISO), the Chief Privacy Officer (CPO) and 
team leads for all of the local teams.  The IMT may also include key stake-
holders in different areas of the organization. 

Level 3 events are typically reserved for those that have a major impact on 
the organization, requiring senior management to make strategic decisions 
about the response.  Most organizations require Level 3 events to activate 
the Crisis Management Team (CMT), which includes the CISO, the CPO, 
senior management, corporate communications and legal.  The Crisis 
Management Team is the only group that can activate corporate disaster 
recovery plans. 

Most organizations have some incident types that automatically get routed 
to Level 3.  For instance, any incident involving the loss of customer data 
or other Personally Identifiable Information that may be protected by reg-
ulations such as Gramm-Leach-Bliley Act (GLBA) or the Health Insurance 
Portability and Accountability Act (HIPAA) would automatically be routed 
to Level 3.  Any event involving loss of life or life safety issues would also 
require Level 3 status.  A good rule of thumb is, if knowledge of the event 
is expected to go outside of the organization, you should get the CMT in-
volved as soon as possible. 

In addition, an event involving the loss of protected data may have addi-
tional reporting requirements.  And, depending on the state  you may be 
required to notify the customers involved in a timely fashion. 

A diagram depicting common incident escalation is listed following: 
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q Events with External 
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Step 8.  Establish Incident Response Procedures 

Finally, we get to incident response procedures! 

The incident response structure we have been developing, relies on an 
overarching system that governs the actions of the local teams involved.  
Each local team, whether it be facilities, or networking or security has core 
competencies that it brings to the table.  Each plays a valuable role in inci-
dent response, but must act in coordination with the other teams involved.  
This is where the incident response procedures come into play.  They gov-
ern what happens, and when in an incident.   

Not every local team needs to be involved in every incident, but each 
should be briefed on incidents in progress so that they can be aware of the 
impact the incident may have on their areas. 

A flowchart of  typical incident response procedures appears on the follow-
ing page.  This diagram can be referred back to throughout the following 
timeline of an event. 

At the outset of an incident (t0), you will recall from earlier that a local 
team will likely be the first to be notified.  They will respond with the 
standard operating procedures that are a part of their day-to-day job func-
tions.  If they are able to resolve the event, it ends there.  If they cannot 
resolve the event, or it becomes obvious that a real incident has occurred 
or is occurring, the Incident Coordinator is notified.   

The Incident Coordinator is concerned with two immediate questions, 
first, collecting the appropriate details about the incident, and second as-
certaining whether or not confidential customer data or other PII data has 
been lost.  If this type of disclosure has occurred, then the Chief Privacy 
Officer should be brought into the loop immediately.  When the Incident 
Coordinator declares an incident, a few actions happen simultaneously.  
The Incident Coordinator contacts the Chief Information Security Officer 
to bring him up to speed on what is happening, and an alert is sent to all 
local team leads and members of the Incident Management Team.  A call 
bridge is established or war room is appropriated for the IMT, and all team 
members either call in or gather in the appointed place. 

At the same time this is happening, the local teams are performing imme-
diate tasks to stem the loss, and conducting initial assessments.  The top  
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priority for all local teams at the outset of an event is life safety.  After life safety issues are addressed, the next 
priority for the local teams is to conduct an initial assessment such that the IMT can have as much infor-
mation as possible in understanding the impact of the event and directing the response.  As the magnitude of 
this impact is understood, if it classifies as a major event, or PII data has been lost, the CMT should be con-
vened. 

During this time, local teams will constantly be joining the bridge and reporting status.  The job of the IMT is 
to capture all of this data and filter the appropriate information to other local teams as appropriate.  During 
this time, local teams may need to open their own call bridges to coordinate actions or bring other team mem-
bers up to speed on what is going on. 



As an incident progresses, once enough understanding is gained to ascer-
tain the root cause of the problem, the response switches from an identifi-
cation mode, to one of eradication and recovery.  During this time, local 
teams will be focused on their specific areas and performing the tasks that 
need to be completed to remedy the effects of the incident on their area.  
The role of the IMT during this time is continue to collect information and 
to direct resources to the local teams that need them.  At the same time, if 
the CMT is involved, the IMT passes information to the CMT and takes 
strategic direction from the CMT to dictate their response. 

This eradication and recovery phase may be an iterative process whereby 
actions are performed which allow the incident to be further diagnosed 
and so on.  This will proceed until a proper remediation has occurred and 
the teams return to normal operating procedures. 

Once an incident is resolved, the Incident Response Team‘s tasks are not 
done.  An important aspect of incident response is post-mortem learning, 
or lessons learned from an event.  An incident may provide insight into 
areas in which your organization can improve its operation to keep similar 
incidents from occurring again.  Critical analysis should be given to the 
root causes of the incident and how the organization can mitigate those 
risks in the future. 

Actual incidents may also highlight areas where your organization‘s inci-
dent response capabilities could be better.  What worked?  What could 
have worked better.  Learn from the incidents you face and make changes 
to your procedures as appropriate. 
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Step 9.  Assign roles and responsibilities 

Each member of the incident response team plays a crucial role in recover-
ing from an incident.  There is a reason for each of them being on the 
team. As a part of the Incident Response Team, each should be assigned a 
particular role with particular responsibilities.   

Roles and responsibilities should be related to core competencies.  That is, 
each team member should be assigned a role that relates to his particular 
day-to-day job function. 

Just as there are high level procedures that dictate the flow of the incident 
response process, individual team members should be governed by similar 
procedures.  Each local operating team should be required to furnish 
standard operating procedures that express their process flow in the event 
of an incident. 

Following are listed common roles and responsibilities for each local team.  
High level objectives, preplanning functions and incident response func-
tions are included. 

Smaller organizations may not have a fraction of these teams, but you like-
ly have individuals in your organization who perform in these given roles.  
The main purpose of this incident planning exercise is to adapt a frame-
work to fit your organization.  If you don‘t have one or more of these 
teams, don‘t worry about it.  Just make sure that you cover the functional 
responsibilities as needed.  
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Information Security Office 
Incident Coordinator 

Chief Information Secu-
rity Officer   

Alternates   
Objective Provide strategic leadership through the Incident Management Team 

to local incident response  efforts and represent operational teams to 
the Crisis Management Team 

Preplanning Assess corporate level impact from incident 

Ascertain potential PII data loss from an incident 
Incident Function Initiate and manage incident response process 

Coordinate internal communications 

Facilities 

Team Lead   

Alternate Team Leads   

Objective Re-establish facility support structures (e.g. cooling, power, struc-
ture) 

Preplanning Furnish Incident Recovery Plan for each facility and ensure that all 
entities that are involved in service restoration commit to their roles 
as defined in the plan 

Incident Function Assess damage and coordinate external vendor communication and 
remediation for impacted facilities. 

  

Operations 

Team Lead   

Alternate Team Leads   

Objective Re-establish operational processes following an incident 

Preplanning Furnish Incident Recovery Plan including manual workaround proce-
dures that may be used temporarily in a disaster.   

For each operational area, ensure that all entities that are involved 
commit to their roles as defined in the plan 

Incident Function Assess damage and reestablish operations if necessary by relying on 
manual workaround procedures.  
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Customer Support 
Team Lead   

Alternate Team Leads   

Objective Re-establish customer support structures 

Preplanning Furnish Incident Recovery Plan for each area and ensure that key 
customer contact information is captured manually 

Incident Function Assess damage and customer impact.   

Work with customers to minimize external impact and communi-
cating key customer service issues 

  

Networks Team 

Team Lead   

Alternate Team Leads   

Objective Re-establish the data network and connectivity 

Preplanning Set minimum circuits needs 

Establish minimum equipment needs and  contact with suppliers 

Define bandwidth requirements and identify location of key routers 

Put basic data network into backup site and test, and create priority 
list for router replacements 

Incident Function Assess damage to network. Order network equipment as needed. Ar-
range data communications for other teams as needed. Assist with 
installation, supervise testing and commissioning 

Operating Systems Team 

Team Lead   

Alternate Team Leads   

Objective Reestablish systems infrastructure integrity and assist in keeping 
servers up and running 

Preplanning Establish contact with development teams 

Assist in securing server operating systems 
Incident Function Evaluate systems infrastructure impact 

Work with appropriate development contacts 

Work with development to receive security fixes and wrap them for 
deployment.  



 

 

P a r t  I .   P r e p a r e  

Page 35 I n c i d e n t  R e s p o n s e  P l a n n i n g  G u i d e   

 

Website Management Team 

Team Lead   

Alternate Team Lead   

Objective Re-establish full website functionality 

Preplanning Furnish site specific recovery plan, and ensure that all entities that 
are involved in service restoration commit to their roles as defined in 
the plan 

Incident Function Assess service issues and specific issue areas 

Coordinate resolution with network and systems engineering 

 

Data Security Team 

Team Lead   

Alternate Team Leads   

Objective Re-establish a secure environment through isolation of specific caus-
es, engaging the appropriate security teams, and driving resolution 

Preplanning Identification of weak passwords and change to secure replacements 

Ensure installation of latest technical patches and security hotfixes 

Ensure deployment of intrusion detection system, leveraging the net-
work team 

Enforce security policy 
Incident Function Assess security attack type and damage 

Coordinate with security teams, and systems and network engineer-
ing as needed to protect against the attack, and to clean up environ-
ment. 

Help Desk Team 

Team Lead   

Alternate Team Leads   

Objective Re-establish help desk support 

Preplanning Furnish Standard Operating Procedures and ensure that they remain 
updated 

Incident Function Assess damage and operate as a first line of support for end users 
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 Security Team 

Team Lead   

Alternate Team Leads   

Objective Re-establish a secure physical perimeter free from any life safety is-
sues 

Preplanning Identification of weak areas and remediation as appropriate 

Enforce physical security policies 
Incident Function Assess life safety issues and direct response and responders as ap-

propriate 
 
Establish secure operating environment 
 
Control external access to the facility 

Database Team 

Team Lead   

Alternate Team Leads   

Objective Establish a secure data storage environment 

Preplanning Locate areas where PII data is stored and ensure proper controls are 
in place to protect it 

Ensure applications and systems interacting with databases do so via 
secure methods 

Incident Function Assess scope of breach and work with Chief Privacy Officer to identify 
victims 

Reestablish a secure data storage environment  

Data Center Operations 

Team Lead   

Alternate Team Leads   

Objective Re-establish data center operating environment 

Preplanning Furnish Incident Recovery Plan for each facility and ensure that all 
entities that are involved in service restoration commit to their roles 
as defined in the plan 

Incident Function Assess damage and coordinate third-party provider communication 
and remediation for impacted facilities. 

  



Step 10.  Train the Incident Response Team 

―Train like you fight.‖  That is a common phrase in the military that applies 
to incident response planning as well.  The best plans in the world are 
worthless if your Incident Response Team doesn‘t know how to implement 
them when an incident occurs.  When an incident occurs, it is often a time 
of confusion and chaos at the scene.  Your IRT shouldn‘t add to the prob-
lem by being unprepared as well.  To be effective, your team needs regular 
training. 

Training should resemble an actual incident as closely as it can.  If theft of 
customer data is a major threat for your organization, you should train 
your team in this scenario.  Likewise, if your organization has a web pres-
ence, you should train you team to respond to hacking and web deface-
ments.  More common incidents like virus attacks and information service 
provider outages should be included as well. 

Training should occur progressively.  You wouldn‘t let a student pilot fly a 
plane solo before they have had adequate time with an instructor, likewise 
you shouldn‘t expect your team to respond perfectly from the start either.   

Start with acclimating the team to the plan, and concentrate on getting 
them to think as a team.  This sounds trivial, but a common response in IT 
professionals is to try and fix the problem themselves.  This attitude takes 
training to overcome.  Encourage teamwork from the beginning of the pro-
cess.  Every member of the team as well as senior management should be 
involved. 

Once the team is acclimated to the framework of the plan, work through 
some tabletop exercises.  Everyone should have a copy of the plan in front 
of them so that they can follow along with the actions of others as they 
learn what they should be doing.  Every training session should be fol-
lowed by a debriefing and post-mortem exercise where team members and 
management take a critical look at the exercise that was just completed.  
The intention of the exercise is to learn what the team can do better, and if 
vulnerabilities or weaknesses were exposed by the exercise, then what cor-
rective actions need to mitigate them.  There may be a tendency to skip 
these exercises in the early sessions, but avoid that misstep.  These ses-
sions allow you to learn early on if something in the plans needs to be ad-
justed. 
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From tabletop exercises, move to a sandbox type environment if possible.  
If you have a lab environment, create a breach that will give your team 
hands on training.  This is invaluable. 

After coming through appropriate training, many organizations stage live 
events for training.  These should only come after you are sure that the 
team is adequately prepared to respond, and only after a careful risk analy-
sis is done to assess the potential impact on operations were a mistake to 
happen.  Actually proving that the team is prepared to handle a live inci-
dent is a great morale booster, and is great for the confidence of the team. 

As you develop training scenarios, consider including other organizations 
as well.  Most police and fire departments welcome the idea of training un-
der realistic scenarios with the businesses in the community.  How better 
to get to know them than under these ‗ideal‘ circumstances.  Likewise, 
many regulatory bodies are also willing to actively support training exer-
cises. 
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Incident Response Team Training Progression

Plan Familiarization Post-Mortem 
Learning

Plan/Procedure/
Control Adjustment

Tabletop Exercise Post-Mortem 
Learning

Plan/Procedure/
Control AdjustmentScenario External 

Participants

Sandbox Exercise Post-Mortem 
Learning

Plan/Procedure/
Control AdjustmentScenario External 

Participants

Exercise Caution!

Live Fire Exercise Post-Mortem 
Learning

Plan/Procedure/
Control AdjustmentScenario External 

Participants

Real Event

(Your Team is Prepared)

External 
Participants

Actual Incident Post-Mortem 
Learning

Plan/Procedure/
Control Adjustment

External 
Participants



The scenario types and complexities should depend on the size and com-
plexity of your organization.  Just as a small company may have a much 
simpler incident response plan than a large enterprise, the complexity and 
scale of incidents will vary as well.  The main intent is to make your train-
ing as close to the incidents you are likely to face as possible. 

Train like you fight. 
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Step 11.  Develop an Emergency Communication Plan 

You have already created a Incident Response Team roster as a part of the 
planning process.  Some thought should be given to how those team mem-
bers will be contacted in the event of an incident, and how they will com-
municate during the incident. 

Most organizations establish a type of call tree to alert team members to a 
potential incident.  That is, the incident coordinator contacts team leads, 
who in turn contact their representative team members.  That way, notifi-
cation takes place much faster, and the process is not stalled by trying to 
contact one particular person.  Contact rosters and call trees should be dis-
tributed to team members and stored offsite. 

Many organizations today have the ability to text message many of their 
key employees via cell phone, BlackBerry, or pager.  If your organization 
has this capability, you should set up a distribution list to contact IRT 
members in the event of an incident.  In addition to alerting them, an inci-
dent description and initial actions can be communicated as well. 

Conference call bridges or other similar means of communications should 
be established for the IMT and CMT to use during an incident.  Additional-
ly, many organizations set up call bridges for the local teams as well.  The-
se call bridges serve to get everyone together and foster communication 
during the response.  If possible, these bridge numbers should be estab-
lished and published before an incident occurs.  Team members should 
know that when they are alerted, they are to call into the appropriate con-
ference bridge line for more information 

For highly sensitive incidents, it may be possible  that regular communica-
tions are compromised, and that by using them, the team might tip off the  
intruder to their actions.  For highly sensitive incidents, secure communi-
cations protocols like encrypted messages, secure web pages and encrypt-
ed radios should be considered. 

Additionally, out-of-band communication methods should be established 
in case a particular incident knocks out a particular form of communica-
tion.  Portable radios, dedicated mobile phones, and satellite phones all 
fall under this category. 
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Step 12.  Establish contacts with law enforcement and oth-
er agencies or regulatory groups as appropriate 

When did Noah build the ark?  Before it started raining.   

Don‘t wait until an incident occurs to meet your local law enforcement of-
ficers.  Introduce yourself now.  Get to know them, and let them get to 
know your organization.  Include them in the planning process.  They will 
be encouraged that someone in the community is serious about preventing 
information security crimes and prepared to respond to them.  They can 
offer a lot of insight into trends in criminal activity and provide advance 
notice about emerging threats.  Establishing relationships now can help 
you learn from the experience of others. 

Include local law enforcement in your training sessions.  This will add a 
level of realism to your session, and will help everyone learn to respond 
better.  They can offer valuable insight that you won‘t get unless you are 
involved in responding to incidents on a daily basis. 

In addition to local law enforcement, there are groups such as the High 
Tech Crime Investigation Association (HTCIA) (www.htcia.org) and the 
FBI Infragard program (www.infragard.net) that can provide valuable 
insight into emerging threats and trends. 
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Law Enforcement and Regulatory Contacts

□ Local Police Department:

□ Local Fire Department:

□ Local FBI Field Office

□ State Emergency Management Agency:

□ Others:



 
 
 

PART  II. 

IDENTIFY 
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Imagine that you are the  Incident Coordinator and your phone rings at 4:30 on Tuesday 
afternoon.  An incident has occurred.  After all the time spent in preparation and training, 
this is the real thing.  This is not a test.  This time you are dealing with real data, and real 
money.  Time is critical.  What do you do? 

First, you relax and take a breath.  You should probably suggest to the person on the other 
end of the phone do the same.  Whatever has happened has already happened.  You cannot  
change that now.  What you can do is move forward like you have been trained.  Remem-
ber that accurate information, and the communication of that information is more im-
portant than anything else right now.    While there will be quite a clamor to do something, 
anything to fix the problem, that is too much to try accomplish right now.  Without an ac-
curate understanding of the event, someone with otherwise good intentions performing 
unmonitored actions could make the actual problem much worse. 

Your first goal as the Incident Coordinator is to seek an understanding of what has hap-
pened and establish whether or not an incident has occurred.  When there seems to be a 
high probability that an incident has occurred, the Incident Coordinator needs to get a full 
picture of what has happened.  This is done by conducting an initial assessment.  While the 
initial assessment is being completed, the Incident Management Team is activated and 
Incident Response Team members not already contributing to the initial assessment are 
contacted. 

With an initial assessment complete, the IMT should be able to garner some understanding 
of what has occurred.  At this point, depending on the potential impact to the organization 
or its brand, the Crisis Management Team consisting of senior management may need to 
be activated.  The Incident Response Team will be going through area-specific assessments 
at this point in the process. 

Consider that depending on the type of event, third party providers may need to be 
brought into the loop, as may law enforcement or other regulatory agencies.  Chain of cus-
tody procedures should be implemented starting now, as any evidence that may be handled 
needs to be documented. 

All of the actions described in this phase and the following ―containment‖ phase can hap-
pen in a very short period of time—literally minutes in some cases.  The primary thing to 
remember is to slow down.  Be deliberate and precise.  Make sure you collect the infor-
mation you need.  You will not get the chance to do it again.  The event has happened; you 
cannot change that.  You have prepared for this to happen.  Do like you have been trained 
and your organization will make it through the event. 
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Identification Checklist 

 

�Determine whether an incident has occurred 

�Conduct an Initial Assessment 

�Convene the Incident Management Team 

�Activate the Incident Response Team  

�Convene the Crisis Management Team 

�Coordinate with third party providers 

�Establish chain of custody 

�Notify law enforcement or other regulatory agencies as appropriate 
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Step 1.  Determine whether an incident has occurred 

The first step in any incident is to determine whether or not an incident 
has actually occurred.  This can be more difficult than it appears, though it 
should be noted that most events won‘t be classified as incidents.  Staff 
members will remedy most events with no further action necessary.  As 
few as one percent of all events will actually be classified as incidents re-
quiring the activation of the IRT. 

Staff should be trained, however to recognize incidents when they do occur 
and to escalate them to the Incident Coordinator directly.  Any incident 
that involves the loss of customer information or other protected PII data 
should be escalated immediately.  Likewise, any event that involves injury, 
loss of life or other life safety issues should be escalated immediately. 

Incident Response Team members, especially those whose role includes 
systems administration will often stumble upon incidents in progress.  
These events should be immediately escalated, yet care should be taken if 
possible not to tip the intruder off that they have been spotted. 

While considerable leeway should be given to personnel to resolve every-
day events on their own, training should be provided in recognizing com-
mon incident symptoms and escalating these events immediately.  Person-
nel should avoid the temptation to fix the problem on their own, as they 
may slow down the entire process, causing more damage in the meantime. 
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The following is a list of common issues that may be symptomatic of a breach or incident.  The 
presence of one or more of these symptoms does not necessarily mean that an intrusion is tak-
ing place, as system fault, application bugs or other configuration issues may be to blame.  An 
occurrence of any of the following warrants further investigation by appropriate personnel. 

 

�� An alarm from intrusion detection systems 

�� An alarm from the operating system 

�� Suspicious log entries 

�� Time gaps in log files 

�� Lockouts due to unsuccessful logon attempts 

�� Out-of-band logons (activity outside of normal business hours) 

�� Unusual user activity for a given job function 

�� Last logon times that a user does not recognize 

�� Unrecognized user accounts 

�� Unrecognized files or directories 

�� Poor system or application performance 

��Modified file dates or file lengths in system or application executable files 

�� System Crashes 

��Multiple instances of a user login 

�� Inability of a user to log in to a system 

�� Detection of packet sniffers or other traffic analysis tools 

�� Suspicious instances of system utilities 

�� Port scanning 

�� Deletion or changes to system files 

 

 

Common Incident Symptoms Checklist 



Step 2.  Conduct an initial impact assessment 

Once an incident has occurred an been escalated to the IMT by contacting 
the Incident Coordinator, the next task the first responder should be con-
cerned with  is gathering as much information as possible such that the 
IMT, once convened can gain  as thorough an understanding of what has 
occurred as possible.  This is done through the completion of the Initial 
Impact Assessment form.  The most critical component of incident re-
sponse during the initial phase is gathering information such that appro-
priate response decisions can be made. 

The Initial Impact Assessment form is designed to gather information in 
all the areas necessary to form an initial response: a description of the inci-
dent and causal factors, personnel affected, communications that have al-
ready taken place, and initial actions that have already happened or are in 
the process of happening. 

The information coming for the first responder should be given the highest 
priority during the initial phase of incident response.  But, all local teams 
should complete an initial assessment such that impact on their areas or 
the potential for impact on their areas can be understood. 

A copy of Initial Impact Assessment form is shown on the next page.  Hard 
copies of the form can be used in an incident.  Some organizations make 
this reporting functionality available online via corporate intranets or oth-
er secure sites dedicated to incident response.  At the very worst, the Inci-
dent Coordinator can use this form as a series of questions to ask the first 
responder via telephone or two-way radio if other forms of communication 
fail. 
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First Responder Initial Impact Assessment Checklist 

Instructions:  Please fill out form as completely as possible.  Information you communicate now may be crucial in the later investigation of the 
incident.   

Description of the Incident  

What location(s) are involved? 

How was the incident Discovered? 

Who contacted you? Time incident was discovered 

Is the cause known? Is the incident suspicious? 

Dose the incident  involve the loss of customer  
data or other personal information? 

Are police, fire or other agencies involved? 

Does the incident have an external impact? Has the incident been contained? 
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Is there an immediate life safety concern?  Have people been evacuated? 

Are there injuries or fatalities? Does the incident involve external parties  
(contractors, vendors, etc…)? 

Have all individuals been accounted for? 
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Have you or any member of your team been contacted by the 
press or other agency?  

Have clients contacted your team? 
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What actions have you taken? 

What are your next steps? 

Name of person completing report  Time/Date of report completion 



All Teams Initial Impact Assessment Checklist 

Instructions:  Please fill out form as completely as possible.  Information you communicate now may be crucial in the later investigation of the 
incident.   

What areas of your area are affected? 

Does the impact on your area affect other areas?  (Describe) 
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Were any members of your staff immediately affected by the 
incident? 

Do you have enough personnel to handle the current situation? 

What additional resources or support is necessary? 
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Who is aware of the situation?  Whom have you contacted? 

Have you or any member of your team been contacted by the 
press or other agency?  

Have clients contacted your team? 
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What actions have you taken? 

What are your next steps?  Are there actions you need someone else to take? 

Name of person completing report  Time/Date of report completion 

Have all members of your team been put on alert? Are there other teams that should be contacted? 

Do you have a recovery plan? Do you have an estimated time to recovery? 

Are there stopgap measures or workarounds that can remedy the situation in the short term? 



Step 3.  Convene the Incident Management Team 

The first task of the Incident Coordinator once an incident has been esca-
lated is to convene the Incident Management Team.  The IMT consists of 
the Incident Coordinator, the Chief Information Security Officer, the Chief 
Privacy Officer, local team leads, and other key stakeholders.  The job of 
the IMT is to direct a response that is most appropriate for the organiza-
tion, and thus their involvement is needed from the beginning. 

For organizations with text messaging, alphanumeric paging or other in-
stant messaging capability, the Incident Coordinator typically sends an 
alert to a preprogrammed distribution list.  Organizations without this ca-
pability typically alert IMT members via a calling tree in which the Inci-
dent Coordinator notifies key individuals who, in turn notify members un-
derneath them.  It should be noted that even for organizations with auto-
mated messaging capabilities, a phone tree should be formed and distrib-
uted as a backup. 

Once notified of team activation, members typically call into a pre-
established conference bridge, or for members onsite, gather in a predeter-
mined location such as a war room where they can gather further infor-
mation.  The task of the IMT in the initial stage of activation is to gather as 
complete an understanding of the incident as possible and do determine 
whether the Crisis Management Team needs to be  notified. 
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Incident Management Team – Key Information

□ Incident Coordinator Contact:
Office:
Mobile:
Home:

□ IMT Distribution List Name :

□ Phone Tree location:

□ IMT Conference Bridge Number:
Dial-in Number:
Participant Code:

□ War Room location



Incident Management Team Initial Assessment Checklist 

Instructions:  Please fill out form as completely as possible.  Information you communicate now may be crucial in the later investigation of the 
incident.   

Are there immediate actions that need to be taken? 
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 Are there other teams or individuals that should be participating in the response? 
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Should the Crisis Management Team be convened? 

What details should be conveyed to the CMT to allow for a decision? 

Incident Coordinator Signature Time/Date of report completion 

Are there additional detail that need to gathered for the next update? 

When is the next update? 

Are there other teams or individuals that need to be brought into the loop? 



Step 4.  Activate the Incident Response Team 

Once the IMT has enough in enough information about an incident to 
make a decision, the Incident Response Team is activated.  Portions of the 
IRT may already be involved in the event, and may have already respond-
ed.  For those who are not on site or have not been a part of the initial re-
sponse, activation should be similar to the activation of the IMT. 

The Incident Coordinator will contact team leads and alert them of the 
need to activate their operational response teams.  Those team leads will 
notify their team members via automated messaging via a preprogrammed 
distribution list, or via phone tree.  A conference bridge, similar to that of 
the IMT may be used by the local team leads as a way to communicate 
amongst members. 

Upon activation, each local operational team should have actions that it is 
immediately tasked with completing that were completed in the prepara-
tion phase.  Usually, these actions consist of conducting an initial impact 
assessment of their area and performing stop loss actions to contain the 
incident and prevent further damage. 

Each team will be responsible for communicating relevant information to 
their team lead who is a part of the IMT and can report back on progress of 
the investigation and recovery.  Additionally, the team lead may request 
further resources or personnel needed to perform their actions. 

Once activated, the Incident Response Team will continue in this process 
of performing assessments or corrective actions, updating the IMT and 
receiving further instructions on how to coordinate with other teams until 
either the incident is resolved or the team is notified to stand down by the 
IMT. 
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Step 5.  Convene the Crisis Management Team 

Once an initial impact of an incident is understood, the Incident Coordina-
tor may make the decision to activate the Crisis Management Team.  While 
the IMT‘s job is to provide tactical direction to the operational response 
teams, the CMT‘s job is to provide strategic direction to the IMT. 

Activation of the CMT is usually reserved only for the most critical of inci-
dents involving loss of life, loss of a building or data center due to a local or 
regional disaster, events that may get outside press coverage, incidents 
that may involve legal or regulatory consequences, or any incident that in-
volves the loss of customer information or other protected PII data. 

Before activating the CMT, the Incident Coordinator completes the Crisis 
Management Team Initial Assessment Overview.  This form provides a 
synopsis of the incident to that point, and provides a snapshot that the 
CMT can use to make initial decision. 

The CMT is activated by the Incident Coordinator in a similar fashion to 
the activation of the IMT and the operational response teams.  Either an 
automated messaging facility or phone tree is used.  Typically the CMT is a 
smaller group than either the IMT or the operational response team, thus 
one person may be able to contact everyone on the list. 

The first job of the CMT is to review the Initial Assessment Overview and 
to decide if immediate actions are needed.  If the incident is likely to in-
volve the press, now is the time to establish the response.  No one is au-
thorized to speak with the press except for the spokesman designated by 
the CMT.  This responsibility is often given to the incident coordinator.  
Likewise, if the incident involves the loss of customer information or other 
protected data that is subject to customer disclosure requirements, now is 
the time to notify the appropriate regulatory agency and to begin to estab-
lish who has been affected.   

If the incident involves the loss of cardholder data, the issuing companies 
have strict requirements for notification.  Appendix B. contains the regula-
tions surrounding notification of credit card companies. 

The CMT will continue to receive updates from the IMT and provide stra-
tegic direction for the duration of the incident, or until it decides its pres-
ence is no longer needed.  Throughout the process, it is imperative that the 
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CMT ensure that the IMT and the operational response teams have access 
to the resources, personnel and funds needed to recover from the event.  
Incidents do not occur on a nine-to-five schedule.  It is important that 
CMT is able to provide the resources needed to continue the recovery 
through to its completion. 

The CMT is responsible for planning immediate priorities, mid-term and 
long range priorities, and communicating those to the IMT.  The actions 
are designated by timeframe to distinguish activities with similar actions 
but differing strategic intent. 
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Crisis Management Team Initial Assessment Form 

Upon activation of the CMT, the Incident Coordinator will either deliver the CMT Initial Assessment provided by the IMT, or request 
the IMT to provide the CMT Initial Assessment. Each team member reports immediately on the CMT communication line upon acti-
vation of the CMT. 

 

Description of the Incident  

What location(s) are involved? How was the incident Discovered? 

What is the potential duration of the incident? Is the cause known? 

Is there damage to buildings or the campus? Dose the incident  involve the loss of customer  
data or other personal information? 

Are police, fire or other civil authorities involved? Does the incident have an on our ability to deliver services? 

Has the incident been contained? 
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Is there an immediate life safety concern?  Have people been evacuated? 

Are there injuries or fatalities?  Does the incident involve external parties  
(contractors, vendors, etc…)? 

Have all individuals been accounted for? 
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Who is aware of the situation?  

Have you or any member of your team been contacted by the 
press or other agency?  

What communication have we had with clients? 

What is our ability to maintain basic human needs (food, water shelter) in the short term?  Extended Term? 

What actions have been taken or are ongoing currently? 

Is there potential for further impact? 

IMT Recommendations for CMT Actions (complete as requested) 

Conference Bridge Number for CMT Lead to join IMT bridge Designation of a Crisis Coordinator 

Activation of the CMT—CMT Bridge Number Implementation of Disaster Recovery Plans 

Designation of Corporate Spokesman 



Step 6.  Coordinate with third-party providers 

Third-party service providers play an important role in today‘s business 
environment.  Almost every organization in today‘s world depends on an 
Internet Service Provider (ISP), external hosting company or outsourced 
IT vendor to provide or maintain some portion of their network systems. 

Just as these organizations are crucial to the day-to-day functions of your 
organization, they play a critical role in incident response as well.  You 
should establish contact with your third-party service providers early on in 
the incident and inform them of what is happening.  They may be able to 
provide services to you that help contain the damage in the short term, and 
provide valuable information in the investigation later. 

Your ISP can restrict addresses from reaching your network, potentially 
disrupting such incidents as Denial of Service attacks coming from a par-
ticular network.  If a rouge computer or zombie network is attacking your 
network, your ISP can block their access.  Additionally, your ISP will have 
valuable log information that can be used by investigators later to rebuild 
the course of events. 

Just like law enforcement, you should make your third-party service pro-
viders aware of your incident response plans, and include them in training 
sessions.  Most third-party providers, especially ISPs have some sort of 
incident response capability and are interested in how they can augment 
their customers response plans as well. 
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Common Third-Party Service Provider Checklist

□ Internet Service Provider:

□ Backup Internet Service Provider:

□ Web Hosting provider:

□ Outsourced firewall/router management provider:

□ Intrusion Detection provider:

□ Credit Card Processing Provider:

□ Other:



Step 7.  Establish chain of custody 

We haven‘t even addressed the handling of evidence yet in this framework, 
and that is by design.  Before any piece of evidence is handled, a proper 
chain of custody should be established.  A chain of custody documents who 
has touched a piece of evidence, and for what purpose.  This is essential if 
the incident eventually winds up in the courts.  Evidence may not be ad-
missible unless you can prove exactly how it was gathered and handled 
during the process.  This document will discuss the proper handling of evi-
dence later, but for now, note the following: 

1. IF YOU ARE NOT SURE HOW TO PROPERLY HANDLE EVI-
DENCE, THEN DON”T!  Good intentions ruin cases in court.  The 
use of certified forensic examiners is encouraged.  Consider sending 
some of your incident response team for training to a First Responder 
course so that they will become familiar with the proper capture and 
handling of evidence. 

2. Get your attorneys involved early in the process.  They can provide val-
uable insight into the handling of evidence, and may be able to suggest 
procedures to capture the process of gathering evidence such a vide-
otaping imaging processes. 

3. Keep a log of everything.  What was present in the room at the time of 
the incident?  Who was present?  What actions were taken?  What was 
handled?  Record conversations, and time and date stamp notes.  Seal 
items like diskettes, CD-ROMS, Flash media in hard drives in tam-
perproof containers and sign the labels. 

4. Fill out a Chain of Custody form for each piece of evidence that is col-
lected.  The form is listed on the following page.  Every time the evi-
dence changes hands, or is handled for any reason, the form should be 
signed by the individual and the purpose of handling noted 

5. Control access to evidence.  A locked safe in your counsel‘s office is a 
good place to store evidence.  It should be stored in a locked place, to 
which access is controlled and logged.  If video surveillance of the area 
is available, make sure that video footage is archived.  Ensure that 
wherever you store evidence, that media is stored within the manufac-
turer‘s storage parameters.  Many a piece of evidence has been de-
stroyed by improper storage procedures. 
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Chain of Custody and Evidence Control Form 

Evidence Number 

Comments: 

Received From: (Name, Title, Department, Company, Location, etc…) 

Laboratory Control Number 

Date Received: (mm/dd/yy) Time Received: 

Description of Received Items: (Include model and serial numbers, relevant physical characteristics, and reference to computer from which it was 
obtained) 

Chain of Custody Log 

Date Released By Received By Purpose of Chain of Custody 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 



Chain of Custody Log (continued) 

Date Released By Received By Purpose of Chain of Custody 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Evidence Number 

Laboratory Control Number 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Signature 

Printed Name 

 Signature 

Printed Name 

 

Authorization for Final Disposal 

The evidence/property described on this form is no longer required to be maintained as evidence and may be disposed of as follows: 

��Ship to ___________________________________________________________________________________ 

��Destroy ��Wipe Drive ��Other _____________________________________________________ 

Signature Printed Name Date of Authorization 

Certification of Final Disposal 

The evidence/property described on this form has been disposed of by me in accordance with the final disposal actions listed above: 

Signature Printed Name Date of Authorization 

Note:  If shipped, list carrier, shipping type and tracking number 

Signature 

Printed Name 

 Signature 

Printed Name 

 



Step 8.  Notify law enforcement or other regulatory agen-
cies as appropriate 

Some incidents will necessitate the notification of law enforcement of other regulatory 
agencies.  Hacking incidents, threats, industrial espionage and identify theft cases will all 
likely need the power of law enforcement and a subpoena at some point to further the in-
vestigation.  Notify law enforcement early on in the response.  They may be able to offer 
resources that are of value to the effort. 

Depending on the type of business you are in, there may be regulatory agencies or other 
groups such as credit card providers that require notification of any incident.  These 
groups typically have established notification procedures that should be followed.  The 
responsibility for knowing when to contact these outside providers usually falls to the Chief 
Privacy Officer, as he will head up the interaction between card providers and the company 
as it tries to establish the extent of the breach. 

Specific notification procedures for the major credit card providers are listed in Appendix 
B. of this document 
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Law Enforcement and Regulatory Contacts

□ Local Police Department:

□ Local Fire Department:

□ Local FBI Field Office:

□ Local U.S. Secret Service Field Office:

□ State Emergency Management Agency:

□ VISA: 1-650-432-2978

□ MasterCard: 1-636-722-4100

□ American Express:  1-800-528-5200

□ Discover: 1-800-347-3102

□ Other:



 
 
 

PART  III. 
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Once you understand what has happened in an incident—where the injuries are, so to 
speak, the next logical step is to stop the bleeding.  You may have discovered that an inci-
dent has occurred recently, or you may have stumbled on one that is in progress.  Regard-
less, there are actions that need to be taken to stop the losses associated with the event. 

During the containment phase, you Incident Response Teams will really begin 
―responding‖ to the event.  Standard response procedures and methodical actions are cru-
cial here.  Remember that you are dealing with the digital equivalent of a crime scene.  Do 
not change anything! 

Management and key stakeholders will be looking for updates throughout this process.  
During this time they will be assessing the potential impact and the risks associated with 
continuing operations during the response.   

The primary objective of this phase it to stop the loss, while at the same time preserving 
the integrity of the data for investigation later. 
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Containment Checklist 

 

�Deploy the Incident Response Team 

�Contain the crime scene – deploy stop loss procedures 

�Maintain standard response procedures 

�Don‘t change anything 

�Avoid alerting the perpetrator 

�Image the affected systems 

�Assess risks to continuing operation 

�Provide updates to stakeholders 

�Change passwords for individuals/groups with access to affected systems 
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Step 1.  Deploy the Incident Response Team 

Once the incident response team has been activated, and has completed an 
initial assessment of the situation to report to the IMT, the next priority 
should be to deploy to the site of the incident and to begin the containment 
and investigation procedures. 

Keep the following in mind when deploying operational teams to the inci-
dent site. 

1. DO NOT CHANGE ANYTHING!  The value and possibly the ad-
missibility of evidence can be altered by altering a crime scene before it 
is properly documented.  For electronic media, that is by a forensic im-
aging process.  This process will be discussed later, but for now, ensure 
that you do not change anything.  This includes actions as minor as 
even moving the mouse on affected systems 

2. If you have a relationship with forensics professionals, deploy them 
with the response team to the site. 

3. Smaller is better—If an incident winds up in court, every on site re-
sponder has the potential to be called as a witness.  A few well-trained 
responders work better together than larger teams. 

4. Secure the area.  No unnecessary personnel should be in the area 
around the incident.  People are curious, and untrained personnel can 
damage potentially valuable evidence.  This particularly applies to un-
trained system administrators.  If video surveillance is available, en-
sure that it is capturing the scene and that the footage is archived.  If 
available, post security personnel to cordon off the area. 

5. Keep notes on everything.  Information you note now may be valuable 
in the investigation later.  Use laboratory notebooks or a similar prod-
uct with sewn or numbered pages that cannot be removed. 

6. Photograph the crime scene.  As stated above video footage can be use-
ful as well. 

7. Document conversations with the people at the crime scene when you 
arrive.  Time and date stamp your notes on conversations with wit-
nesses, as these may be helpful to forensic investigators later. 
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Step 2.  Contain the crime scene—deploy stop loss proce-
dures 

You will often discover an incident while it is in process.  Whether the inci-
dent is due to an intruder or something accidental, you will often find that 
the bleeding is still occurring when you arrive on the scene. 

Just like a paramedic, the Incident Response Team‘s immediate priority 
should be to stop the bleeding.  Life safety is paramount.  Always attend to 
human injuries or the potential for human injury first.  If  there has been a 
fire, tornado, or other regional disaster, the building may need to be certi-
fied safe to enter before other teams can enter the building.  When re-
sponding to a computer related incident, stopping the loss often  means 
taking the affected system or systems offline. 

Taking operational systems offline is often the subject for debate in the 
early stages of an incident for organizations who have not thought the top-
ic through.  Have these conversations before an incident occurs.  The ques-
tion is typically, ―Which do we prefer, telling customers that the online or-
dering system is down, or telling customers that we exposed their data‖.  
When faced with that choice, organizations usually decide to shut the sys-
tems down. 

For the best preservation of evidence, it is imperative that the affected sys-
tems not be modified in any way before they are imaged.  This document 
will cover drive imaging at a later step, but the general rule for taking sys-
tems offline is, ―If it is a workstation, pull the plug out of the wall.  If it is a 
server shut it down from the terminal‖.  If a major catastrophic loss is 
known to be in progress, pull the plug 

By containing the crime scene, you limit the potential for further damage, 
while giving the IRT time to investigate the situation and recover.  Note 
that organizations with hot sites or other live disaster recover sites often 
switch operation to the backup site with conducting the investigation on 
the live site.  Close analysis should be done to ensure that the backup site 
has not been compromised as well 
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□ DOS Pull the Plug

□ Windows 3.1 Pull the Plug

□ Windows 95 Pull the Plug

□ Windows 98 Pull the Plug

□ Windows NT Pull the Plug

□ Windows NT Server Shut Down

□ Windows 2000 Pull the Plug

□ Windows 2000 Server Shut Down

□ Windows 2003 Server Shut Down

□ Windows Me Pull the Plug

□ Windows XP Pull the Plug

□ Windows SBS 2003 Shut Down

□ Linux Shut Down

□ UNIX Shut Down

□ If a catastrophic event is known to be in progress, 
pull the plug

Shutdown Guidelines for Older Operating Systems



Step 3.  Maintain standard response procedures 

Incident Response Teams should operate from Standard Operating Proce-
dures that were developed during the Preparation phase.  In reality, the 
actions performed during a response aren‘t really that different than the 
actions the operational teams use to troubleshoot problems in their day-to
-day job functions.   

Globally, the response teams work in accordance with the procedures out-
lined starting on page 26.  Locally, the operational response teams should 
operate from published SOPs that are specific to their areas of expertise.   

Commonly needed SOPs for operational teams are listed on the following 
page: 
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Standard Operating Procedures Checklist

Privacy Office
□ Documentation of PII Data that has been breached
□ Documentation of notification to affected customers
□ Notification procedures for credit card providers, merchant banks and regulators

Facilities
□ Procedures for certifying that facilities are safe to enter
□ Procedures for restoring power, cooling and water
□ Procedures for moving critical equipment to recovery sites

Operations
□ Procedures for monitoring operations for attack signatures
□ Procedures for notifying Incident Coordinator of suspicious activity
□ Manual workaround procedures for continuing operations in the event of an incident

Customer Support
□ Procedures for taking information from customers about suspicious activity
□ Procedures for communicating with customers about the incident
□ Manual workaround procedures for continuing operations in the event of an incident

Security
□ Procedures for cordoning off areas in the event of an incident
□ Procedures for ensuring perimeter and premises security
□ Procedures for dealing with physical intruders
□ Procedures for escalating events to local authorities

Network Systems Team
□ Procedures for monitoring network systems for attack signatures
□ Procedures for the use of network analysis tools (Packet sniffers, Port Scanners, Traffic Monitors, etc…)
□ Procedures for contacting ISPs or other third-party providers in the event of a breach
□ Procedures for moving operations to backup sites in the event of a disaster
□ Procedures for preventing suspected intruders from entering the network
□ Procedures for archiving firewall and router logs

Operating Systems Team
□ Procedures for ensuring that operating system service pack, updates and security hotfixes are up-to-date
□ Procedures for ensuring that all systems are being backed up appropriately
□ Procedures for archiving system logs 
□ Procedures for installing a clean OS from media or image

Website Team
□ Procedures for monitoring websites for potential denial of service attacks, defacements or other attack 

signatures
□ Procedures for moving website operations to backup site in the event of a disaster
□ Procedures for archiving log files for analysis



 

Standard Operating Procedures Checklist (continued)

Database Team
□ Procedures for identifying PII Data that may have been breached
□ Procedures for providing notification information to the Privacy Office
□ Procedures for archiving log files for analysis

Data Center Operation
□ Procedures for restoring operations following a disaster
□ Procedures for requisitioning addition equipment
□ Procedures for moving operations to a backup site in the event of a disaster

Development Team
□ Procedures for coordinating with operations teams and other IT teams to provide fixes for vulnerabilities 

discovered in an incident
□ Procedures for moving from development to testing to operation

Help Desk
□ Procedures for communicating with users about the affects of the incident
□ Procedures for coordinating with other teams to adjust normal procedures for incident conditions



Step 4.  Don’t change anything 

This is the number one rule of incident response.  Even when performed 
with the best of intentions, actions that modify hard drives or other digital 
media can invalidate that media as evidence.  To be admissible in a court-
room, evidence must be presented in an unaltered state. 

Imagine this scenario.  One Thursday afternoon, you terminate an employ-
ee for non-performance issues.  The employees supervisor has document-
ed consistent underperformance,  and notes that the employee has made 
some potentially harassing comments to fellow employees via email.  You 
have followed all of the documentation procedures and the protocol your 
company has established for terminating someone.   Wanting to follow up 
on the harassment issue, you have one of your IT staff look at the comput-
er the next day to try and recover the email message in question.  No proof 
can be found of the message, but you feel confident that you made the 
right decision to terminate the individual because his internet history 
shows that he spent the majority of his days surfing the internet. 

Some weeks later, this individual files an unlawful termination suit against 
your company.  The case makes it to trial, and your counsel enters the hard 
drive as evidence proving that the employee wasn‘t doing his job.  Upon 
cross examination, the plaintiff‘s counsel notes that several files on the 
hard drive have last modified dates indicating they were last modified the 
day after the employee was terminated.  How can this be?  The plaintiff 
didn‘t do it.  You must be responsible for the changes.  The evidence is 
thrown out, and you lose your case. 

What happened here.  Just the act of mounting the hard drive to examine 
it changed the last modified dates on several files.  If opposing counsel is 
sharp, they will pick up on this and use it to their advantage.  Don‘t make 
this mistake. 

This document will cover drive imaging shortly, but for now, know that if 
you don‘t know the effect an action will have on a piece of media, leave it to 
someone who does.  If you must do something, pull the plug out of the 
back of the computer. 
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Step 5.  Avoid alerting the perpetrator 

Be aware as you begin your investigation, the incident may still be in pro-
gress.  Especially relevant in computer related incidents, know that even as 
you become aware that something is going on, the intruder may still be 
snooping around in your systems.  Avoid taking actions that might tip 
them off before you can identify them.  Avoid obvious triggers such as 
pings or nslookups or port scans.  Your goal should be to identify the entry 
point, secure that entry point so the intruder cannot return, then go 
through the investigative steps to identify the intruder.  The risk in tipping 
off the intruder early is that once discovered, they may delete file systems, 
log files or other information to throw you off of their trail.  This can turn a 
minor incident into a major one quickly. 

Maintaining a small footprint with your team and keeping a low profile is 
also important when dealing with non-computer related crimes.  Accord-
ing to recent study, over 70 percent of information crimes are perpetrated 
by an employee or a relative or acquaintance of an employee.  This means 
that as you start your investigation, the suspect in 7 cases out of 10 will 
likely be internal.  Keep a low enough profile to keep from alerting them 
before you are ready. 

Some organizations use honeypots, a type of closely monitored network 
decoy to attract and detect intruders before they can do damage elsewhere 
in the organization.  Honeypots require careful setup and allocated re-
sources and manpower to monitor.   Resources are likely to be better 
spend on other network protections until a comprehensive information 
security program is in place, at which point a honeypot may prove useful. 
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Step 6.  Image the affected systems 

Before any analysis is done on a hard drive or other piece of digital media, 
a forensic image of the drive needs to be made.  There is special ―write-
block‖ hardware available that physically and electronically prevents the 
forensic specialist from making any changes to the media, thus ensuring 
its accuracy. 

In addition to a write-block, ensure that the images are made with forensic 
software as opposed to business software.  A forensic package such as En-
Case® or FTK allow you to capture both allocated space (the space used by 
active files on the disk) and unallocated space (free space on the disk).  Ad-
ditionally, they can capture disk slack space, which is the area that doesn‘t 
have an active partition on it.  A business imaging package such as Nor-
ton‘s Ghost™ only capture the active files on the disk, thus skipping other 
potentially important evidence. 

All images need to be subject to chain of custody procedures.  The original 
form should stay with the evidence drive.  A copy should be transferred 
with the image.  All analysis work should be done from the image copy. 

In addition to affected hard drives, log file information needs to be cap-
tured as well.  Log files from routers, firewalls and other related systems, 
as well as log files from other systems in the area need to be captured.  
These logs are often set to store up to a certain capacity and then overwrite 
the data starting at the beginning.  Capturing these logs needs to happen 
as quickly after an incident is discovered as is possible.  Additionally, ISPs 
and other third-party service providers should be directed to archive their 
log files as well 

You are encouraged to work with certified forensic professionals when im-
aging media.  There are a lot of things that need to be considered when im-
aging hard drives, and the potential to mess something up is large.  Foren-
sic professionals investigate high tech crime on a daily basis, and can add a 
lot to your organization‘s efforts.  If a member of your IRT has not been 
trained in imaging hard drive, don‘t attempt it.  Call someone who knows 
what they are doing. 

If you are not sure what you are doing, don’t touch it.  Good inten-
tions ruin otherwise solid cases in court. 
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Forensic Resources

□ Net Reaction, LLC – Dedicated 24x7 forensic response team 
(888) 211-1644

□ EnCase® – Forensics Package manufactured by Guidance 
Software  - www.encase.com

□ Forensic Toolkit ® (FTK™) – Forensics package manufactured 
by AccessData -  www.accessdata.com

□ UltraBlock - Write protection hardware manufactured by 
Digital Intelligence™ - www.digitalintelligence.com

□ FastBloc® – Write protection hardware manufactured by 
Guidance Software – www.guidancesoftware.com 



Step 7.  Assess the risks to continued operation 

One of the most hotly debated topics during a computer related incident is 
whether or not to continue operations while the incident is investigated.  
Obviously, this is a major concern and often subject to pressure from sen-
ior management, staff and customers.  This decision of taking systems of-
fline should not be made lightly, but nor should the risk of exposing addi-
tional data or causing further damage be undervalued. 

Most organizations at the very least choose to take a system offline for long 
enough to image the systems and to discover the root cause of the incident.  
This is an area where having a hot site, or a disaster recovery facility may 
prove useful, as operations can be switched to the backup site while the 
necessary tasks are completed at the primary site.  When making the deci-
sion to switch to the backup site, care needs to be taken to ensure that the 
backup site has not been compromised as well. 

The IMT will make a recommendation based on the analysis of the opera-
tional teams to the CMT.  The CMT is responsible for the final decision on 
whether or not to continue operations. 
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Step 8.  Provide updates to stakeholders 

Incidents never occur at opportune times.  E-Commerce sites get attacked 
the week before Christmas, and accounting systems invariably get 
breached at the end of the quarter.  There is never a good time for an inci-
dent to happen, but it seems like they always happen at the worst possible 
time. 

Understand as your team works to contain the incident, that there are a lot 
of people who depend on that system being functional, and are very inter-
ested in the incidents resolution.  Users do not need to know everything 
about the response, but you should have a system in place to communicate 
progress reports and updates to key stakeholders that aren‘t on the IMT or 
CMT.   

This communication serves several purposes, one of which is to serve to 
calm everyone down.  Staff will talk amongst themselves during an inci-
dent, and by communicating honest information about the incident and 
the progression of the response, including when they should expect to be 
able to resume normal operations will ease everyone‘s nerves.  Secondly, 
by having a source and system for updates, staff will be less inclined to 
speculate about what is happening. 

In addition to providing updates to stakeholders, a method needs to be put 
in place to keep the person who initially reported the incident updated.  
People who report incidents often internalize them, thinking somehow 
that they will be blamed for the incident, whether they actually caused it or 
not.  By keeping them updated, this will be less of a problem. 

A brief note of the cause of incidents, now is not the time to lay blame for 
an incident.  There will be plenty of time later to perform lessons learned 
exercises and make changes that are appropriate, but right now the focus 
should be on containing the incident and moving forward.   
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Step 9.  Change passwords for individuals with access to 
affected systems 

Compromised root and administrator passwords are one of the major if 
not the biggest source of incidents today.  Viruses, spyware, crimeware and 
other malicious code often include keystroke loggers or other methods to 
discover these passwords.  One of the most important actions your team 
can take to contain an incident is to require that users with access to the 
affected systems change their passwords immediately.   

Expanding beyond the individual users with access to the affected systems, 
even better policy is to require all users to change their passwords.  This is 
especially important if you discover evidence that any type of sniffer or 
other packet capture software or device was used. 

Passwords should adhere to the policy of your organization, which should 
require strong passwords that are changed on a periodic interval.  A check-
list for strong passwords follows: 
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Strong Password Checklist

Passwords should conform to the following:
□ At least 8 characters in length
□ No dictionary words or common nouns
□ A combination of uppercase and lowercase letters
□ At least one numeric character
□ At least one special character (@#$% etc…)
□ No repetition of previous passwords
□ Changed at least every 45 days

IT staff should employ the use of group policy and password 
checking tools to ensure that users conform with password 
requirements
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The bleeding has been stopped and you‘ve had a chance to catch your 
breath.  The Crisis Management Team has made a decision about continu-
ing operations, so now you have some flexibility.  What do you do now? 

Your goal now is to investigate  what has happened in order to find the 
root cause so that it can be eradicated.  Just like all of the proceeding phas-
es, information is still the most valuable asset.  You and your team may 
already have some idea as to what has happened, yet you need to verify 
those hunches with concrete information.  This may be an iterative pro-
cess, as investigations often turn up a clue here or there that leads some-
where else.  An event in a log file may not mean much alone, but it may 
lead the team to look further and perhaps perform a vulnerability scan that 
uncovers unpatched vulnerabilities on a server. 

Once the root cause of the incident is understood, the objective is to re-
move the cause or to put controls in place that prevent similar incidents 
from happening again.  This also may be an iterative process, as it often 
takes time to close all of the holes that contributed to an incident occurring 
in the first place. 

Once the root causes are removed, vulnerability scans need to be per-
formed again to ensure that all holes are patched and that the risk associ-
ated with repeat attacks are mitigated. 
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Investigation Checklist 

 

�Determine the cause of the incident 

�Remove the cause of the incident 

�Improve defenses if necessary 

�Perform vulnerability analyses  

�Ensure vulnerabilities in similar systems are corrected 
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Step 1.  Determine the cause of the incident 

You cannot fight effectively if you don‘t know what you are aiming at.   

During an incident, the focus is on fixing whatever the problem happens to 
be as soon as possible, preferably right now.  The problem with that ap-
proach is that responders often do not know what has caused the incident,  
they only know that an incident has occurred.  They can stop the bleeding 
by taking systems offline and removing them from the network, but they 
will not be able to return fire effectively until they know where the problem 
is coming from. 

Often the root cause of an incident will not be readily apparent.  The inves-
tigation into the root cause will require each of your operational teams to 
critically examine their respective areas.  Often the investigation will be an 
iterative process whereby possibilities are ranked according to probability 
and confirmed or disavowed in order of probability.  Sometimes an intrud-
er will exploit a particular vulnerability and install other means of entry 
into systems as a result.  Thus, sometimes there is more than one simple 
cause that must be resolved. 

As your operational teams work through discovering the root causes of the 
incident, it is critical that everyone operate from the same plan, and that 
everyone gets regular updates on the progress.  It is the responsibility of 
the IMT to schedule these updates, whether by conference bridge or in 
person and that every team contributes updates on their respective areas. 

By working systematically the root cause of the incident will eventually be 
discovered, at which point it can be eradicated.  For now, the emphasis 
should be on discovering the root cause of the problem and investigating 
the side effects of taking action upon it.  Once these things are known, ac-
tions can then be taken to remedy the problem.  For now, however your 
teams immediate priority is to figure out where the problem is coming 
from and what they need to be aiming at. 
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Step 2.  Remove the cause of the incident 

Once the root cause of the incident has been found, removing it can pose 
difficult challenges.  Often the vulnerabilities that led to the incident are 
multifaceted and can be difficult to remove, as the flaws may be in critical 
business applications or side effects that affect those applications.  Opera-
tional teams must work in coordination to systematically remove the 
methods of intrusion and the vulnerabilities that caused them. 

Virus outbreaks, worms and other such malicious code attacks are typical-
ly time consuming, yet fairly simple to remove.  Simply follow the instruc-
tions of your antivirus software manufacturer to remove the traces of the 
malicious code from the infected systems.  Follow removal with a full sys-
tem scan for additional viruses and check to ensure that current technical 
patches and updates have been applied. 

Network intrusions have to be considered in parts.  Typically there is a 
means of entry that was exploited which must be closed.  Additionally, 
once the intruder gained access to the network, any number of additional 
back doors or root kits could have been installed.  Repairing the perimeter 
vulnerability is typically straightforward, and often can be addressed by 
applying an available patch or security update.  As for finding and remov-
ing additional software that may have been installed, this can prove very 
difficult. Good file management is key to this process, as files that do not 
belong can be identified and removed.  The use of hash sets that look at the 
―fingerprint‖ of files and compare them to known good files is often help-
ful.  In any case, once the team feels that the root causes have been re-
moved, continued vigilance should be exercised to ensure that no further 
symptoms of attack occur. 
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Hash Set Resources

National Software Reference Library (NSRL) Project:
http://www.nsrl.nist.gov

Hash Sets from Guidance Software:
http://www.guidancesoftware.com/support/downloads

Maresware Hash Sets:
www.dmares.com/maresware.hash_cd.htm

Rootkit Hunter:
http://www.rootkit.nl/projects/rootkit_hunter.html



Step 3.  Improve defenses if necessary 

The investigation into the root cause of the incident may lead to the dis-
covery of weaknesses in the organization‘s perimeter security.  Additional-
ly, the removal of these causes may also expose the organization to further 
threats, as intruders are increasingly part of larger networks.  Following an 
attack, information about the organization and its vulnerabilities may be 
shared with other individuals or groups.  One attack is often followed by 
multiple attacks. 

It may be necessary to improve the organization‘s defenses against further 
attacks in the aftermath of an incident.  Additional perimeter security 
measures such as firewalls or access controls lists may be required.  Block-
ing addresses or in some cases entire subnets may be appropriate. 

Some organizations change the IP address, hostname and other identifying 
characteristics of compromised systems to try and make it more difficult to 
carry out repeated attacks.  Some adopt additional authentication 
measures to ensure that users are verified and authenticated. 
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Step 4.  Perform vulnerability analyses 

An important step in the eradication of incident root causes is to ensure 
that the original vulnerability has been removed in all its forms and that 
the removal does not expose the systems to additional vulnerabilities.  Vul-
nerability analyses should be conducted on workstations, servers and net-
work systems that were affected following an incident. 

Several vulnerability analysis tools are available on the market today in 
addition to the analysis features of some operating systems.  You are en-
couraged to make use of these tools to scan your systems and to ensure 
that the original vulnerabilities have been purged and that further vulnera-
bilities do not exist.  If your incident response team or internal audit team 
does not have these capabilities or tools, you are encouraged to work with 
an external organization that does.  Many organizations consider it best 
practice to have an external organization review their response activities. 

In addition to performing vulnerability analyses on affected servers and 
workstations, network systems need to be examined for vulnerabilities as 
well.  Are all device operating systems up-to-date?  Have all firmware up-
dates been applied.  Most manufacturers publish tools for scanning their 
devices for vulnerabilities.  Additionally, there are commercial tools availa-
ble that can scan for vulnerabilities as well. 
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Step 5.  Ensure vulnerabilities in similar systems are cor-
rected 

Many systems have investigated and removed the root causes of incidents 
only to find themselves affected again by the same vulnerability on a simi-
lar system.  It is very important that your efforts to remove vulnerabilities 
not focus solely on the systems affected, but that they also examine similar 
systems that may be affected by the same vulnerability or attack pattern.   

Keeping accurate system inventories, that include operating system ver-
sion, installed applications, technical patches, updates and security hotfix-
es is useful in this endeavor.  Additionally, the same tools that were used to 
scan the affected systems for further vulnerabilities should be used to 
check similar systems as well. 
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The incident has been investigated, it‘s root cause found and eradicated.  
Yet, you still have tasks to perform.  The damage must be repaired, sys-
tems must be restored and operations brought back online. 

Clean backup images must be found, and in some cases systems must be 
rebuilt from scratch.  Once these actions are complete, the systems need to 
be validated to ensure that they are operating properly and that the vulner-
abilities that caused the incident have been addressed. 

Finally, once operations are restored, remain vigilant.  Monitor the sys-
tems to ensure that your defenses are effective.  Your organization may 
face additional attempted breaches over the coming days and weeks, so 
stay alert. 
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Recovery Checklist 

�Recover from a known clean backup if necessary 

�Restore the system 

��Validate the systems – Ensure systems are up-to-date and vulnerabilities 
are addressed 

�Restore Operations 

�Monitor systems to ensure efficacy of defenses 

P a r t  V .   R e c o v e r  

Page 88 I n c i d e n t  R e s p o n s e  P l a n n i n g  G u i d e   

Prepare

Identify

Contain

Investigate 
& Eradicate

Recover

Learn

 



Step 1.  Identify clean backup images 

Depending on the severity of the incident, the extent of the damage to the 
file system or the level of corruption in data sources, it may be necessary to 
restore the affected systems from a backup image. 

Before a system can be recovered from backup image, a recent backup 
must be located, the integrity of the backup checked, and an analysis done 
to ensure that the system was not already compromised when the backup 
was made. 

A backup policy, defining a backup schema, storage and verification proce-
dures for the organization is an important part of an effective information 
security program.  While this policy is not directly covered by the incident 
response planning process, the planning process represents a good oppor-
tunity to ensure that your backup process is adequate.   

Before a recovery can be attempted, a clean backup must be located.  This 
sound trivial, but when dealing with an outsourced storage provider like 
Iron Mountain™, it can take some time to identify the needed backup im-
age and take delivery of it.  This process should be started as early in the 
recovery process as possible.  The IMT should be notified once clean back-
up images have been identified and obtained. 

In the case of root kits, or other incident causes that were discovered after 
being on the system for some time, it should be ensured that the backup 
images are clean, and that the systems were not already infected. 
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Step 2.  Restore the system 

If the causes and damage done by the incident can be removed effectively 
and authoritatively, then this is preferable.  In some instances, however 
this may not be possible, as the damage may simply be to great.  It is also 
possible that the work required to repair a system may be greater than the 
work required to restore from tape or other backup media.  In these cir-
cumstances,  the most recent clean backup that has been obtained should 
be used. 

The IMT will notify the operational teams of the decision on whether to 
attempt a repair of the affected systems or to recover from backup media.  
This decision will be made after consulting with the operational team leads  
about the process and work required, and then updating the CMT, if con-
vened, on the process.  Once the restoration has been performed, the IMT 
should be notified. 
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Step 3.  Validate the systems—Ensure systems are up-to-
date and vulnerabilities are addressed 

Once a system has been restored, whether by repair or by rebuild from 
backup media, a final check should be made to ensure that the system 
meets the operational business requirements, that the system is up-to-date 
with technical patches, updates and security hotfixes, and the vulnerabili-
ties that led to the incident have been removed. 

Key stakeholders or application owners should review the restored system 
before it returns to production to ensure it meets their requirements.  Also, 
the IMT should verify that all updates and patches are in place.   
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Step 4.  Restore Operations 

Once verification has been made that the affected systems have either been 
repaired or restored appropriately, that the systems are functioning 
properly, that they are up-to-date and all of the vulnerabilities that led to 
the incident have been removed, the decision can be made to return to op-
eration. 

If the CMT was convened during the incident, then the CMT makes the 
decision to return to normal operation.  Otherwise, the IMT can direct 
teams to return to normal operation.  Depending on the length of the inci-
dent and the response, communication may need to be provided to per-
sonnel, vendors, third-party providers and customers about the return to 
normal operations and how they will be affected. 

If operations were switched to manual fallback procedures during the in-
vestigation and restoration, then plans need to be made to incorporate the 
products of these operations into the restored systems.  System owners 
should coordinate with the appropriate personnel to complete this process. 
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Step 5.  Monitor systems to ensure efficacy of defenses 

Your teams have recovered from the incident to the best of their ability 
and the decision has been made to restore operations to normal.  Once sys-
tems are restored, procedures need to be in place to monitor the system 
carefully for further compromise.   

Unfortunately, malicious code is often very well hidden.  Backdoors and 
Trojans often hide themselves or are hidden by intruders in ways that 
make them very difficult to find.  While you team has done everything they 
could to remove causes of the incident, your organization cannot overlook 
the fact that they might have missed something.  In the weeks following an 
incident, the restored systems need to be carefully monitored for repeat 
attacks. 

Also, as criminals who are involved in cyber-crime are increasingly well 
connected, a compromised system‘s details may be made available to oth-
ers with similar intent.  Continued vigilance is encouraged to ensure that 
defenses remain adequate. 
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Systems are restored and operations are back to normal.  Everyone can 
stand down and get back to their normal day-to-day tasks, right?  No so 
fast.  There is still one critical aspect of incident response remaining—
postmortem learning.  You have suffered a breach and scrambled to re-
spond to it.  Your teams have performed well and properly identified the 
cause of the incident and contained it.  You have removed the cause and 
restored the systems involved.  Take the little bit of time to learn from your 
experience.  In a way, an incident can be viewed as a live training session.  
You always debrief your team after a training exercise, why shouldn‘t you 
do the same here? 

Ask your team what went right and what could have been done better.  Are 
there policies or controls that the organization needs to put in place to 
keep similar incidents from happening in the future?  How was communi-
cation amongst the different teams?  What would have made this incident 
response more effective or faster? 

By asking these questions, you are not seeking to lay blame, and staff 
should feel free to speak their minds.  Critical feedback is often a catalyst 
for positive change.  Learn from your experience. 
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Learning Checklist 

 

�Conduct post-mortem analysis 

�Communicate lessons learned 

�Correct deficiencies - Improve system defenses as appropriate 

�Change policy and procedure as appropriate 

�Educate staff on changes as appropriate 
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Step 1.  Conduct post-mortem analysis 

Once operations have been restored, and the immediate crisis is conclud-
ed, team members should be allowed to recover personally, as they likely 
went far beyond their normal duties to recover from the incident, likely to 
the exclusion of other things in their lives.  Once people have showered 
and rested up, while the event is still fresh on their minds, a post-mortem 
analysis should be conducted.  Do not let more than a week pass.  People 
are busy and forget details quickly. 

The post-mortem analysis should include each team member and should 
cover each phase of the incident from preparation to recovery.  The intent 
of the exercise is to learn where things went right and where things can be 
improved in the future.  While it is seldom effective to lay blame, if areas 
are broken, this is where they are identified and fixed. 

Include a summary of the incident in addition to the various forms and 
updates filled out during the response process in addition to the post-
mortem analysis form found following  in a packet to each team member 
before the  post-mortem meeting occurs.  Each of these post-mortem anal-
ysis forms should be collected and a draft incident report generated before 
the meeting occurs. 

At the post-mortem meeting, consensus should be reached among team 
members as to what went right and what went wrong.  Disagreement is 
good, as it encourages debate and better solutions emerge.  The Incident 
Coordinator, who is in charge of the meeting should discourage dominant 
personalities from dominating the conversation.  If there are areas that can 
be improved, tactical approaches for improvement should be discussed.  
The takeaway from this meeting should be a further understanding of the 
incident and what changes the organization needs to make to avoid similar 
incidents in the future. 

Details about the incident and the response should be documented in a 
final report that will be provided to key stakeholders and appropriate re-
lated parties.   
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Step 2.  Communicate lessons learned 

An important step in the post-mortem learning phase is communicate the 
lessons learned in the incident to personnel, third-party providers, ven-
dors, customers and other related parties.  Incidents affect everyone, and it 
is important to ensure that everyone understands what happened and 
what they can do to prevent similar incidents from occurring in the future. 

The organization should consider covering the incident in  formal educa-
tion and awareness training sessions.  Other organizations often find it 
valuable to give employees the opportunity to have their questions an-
swered in a group setting.  This also gives management the opportunity to 
communicate with staff about ongoing issues and what their response 
should be to vendors, customers and outside organizations.  
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Step 3.  Correct deficiencies—Improve systems defenses as 
necessary 

Often during an incident, an organization, while investigating the incident 
will discover previously unrealized vulnerabilities in their systems or pro-
cesses.  If during the process of incident response vulnerabilities were dis-
covered that were not resolved or need more work to resolve, now is the 
time to go through that process. 

The end responsibility for this task falls to the Chief Information Security 
Officer, who heads up the Information Security Office.  He will assign re-
sponsibilities for correcting deficiencies and request updates as appropri-
ate. 
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Step 4.  Update policies and procedures as necessary 

Very seldom does an organization conclude that it was doing everything 
correctly before or during an incident.  Rather, most organizations find 
that there are processes that could be improved to deter similar incidents 
from happening in the future.   

These improvements need to be incorporated into the organization‘s policy 
and procedure.  Responsibility for this task goes to the operational teams 
to which the policies relate.  The Chief Information Security Officer should 
review and approve all policy changes before making them final. 
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Step 5.  Educate staff on changes 

Any changes that the organization makes to policies, procedures or other processes need to 
be communicated to personnel and other related parties such that they can comply with 
the changes.  Education and awareness sessions are encouraged such that personnel can be 
briefed on the changes and ask questions as appropriate. 

When policy and procedure changes are communicated to personnel, it is encouraged that 
they be required to sign the revised policy to acknowledge understanding and a willingness 
to abide by the policy. 
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